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Abstract

This paper will explore and present a novel scientific paradigm to the ethics, methodologies, and
dichotomy of autonomous military robot systems used to advance and dynamically change how
warfare in the twenty first century é@nducted and judged from an ethical, moral and legal

perspective with the aim of creating a new concept. In addition, a concept for a scientific
specification, design and implementation of a mini scale database system model, with the scientific
survey reslts of the overall paper will also be presented. The system will enable one to query and
display the results of the survey. A number of concepts elucidated on the present literature are
assessed and well measured and finally an existing concept is eimosiamplemented. Furthermore,

this scientific research shows that a commercial requirement for a mini scale database system model
exists between the former and large scale enterprise database systems. Also, limitations of large scale
enterprise databasestgm models are highlighted.
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1 Introduction

1.1 Overview of subject area
ANo catalogue of horrors ever kept men from war. Be
that dies. But you will die, brother, if yougotoitt ong enough. 0o
0 Ernest Hemingway

In order for robots to conduct various specific duties, a robot will hambedded mechanic

faculty componentghat will allow robotics to visualise the present social area like it is perceived

by humans. One of the mexfisms that allow robots to conduct specific tasks is the use of various
differing sensors like visual sensors, proprioceptive sensors, tactile sensors, motion sensors, speed
sensors, heading sensors, wheel sensors, speech sensors, and noise sensoablehibl

detectionas well agecognition of differing objectandmultimodal. These sensors are part of the
cognitive procesdaculties that enablautonomous robotic systems as well as intelligent agents

make decisionslo a certain extent conduspecific intelligent tasks based on the data gathered
through the use of sensors and other concepts. One acknowledges that highly complex and
dangerous activities are best suitable to be conducted by robots. Disposal of highly dangerous
material such as miear substance and bombs are some of the actiBiiese those early

developments, there have been major striBasrick Lin et al, 2008)n mobile robot§ made
possible by new materials, faster, smaller and
advances in software. At presé¢Ratrick Lin et al, 2008fobots move on land, in the water, in the

air, and in space.

Terrestrial mobility ges legs, treads, and wheels as well as gilakibcomotion and hopping. In

the beginning the first controlled arms automation was developed by George Devol, and

commercialised through the years of 1960s. Thoroughly, an intellectual research in niits ro

began in 1970s and 1980s with the increasing attention on the degrees of autonomy that one could
incorporate in them. The first true mobile robots arguably were Elmer and Elsie, the

el ectromechanical oOtortoi sestdn1930dMalteb W.GW. Gr ey \
1950). Progressive frameworks and paradigms that allow the development of highly complex

software systems for robots have been designed.

1.2 Project Background
1.2.1 Problem Description
During the past 20 years, military robot vehidhkese been built using all the modes of locomotion
and making use of the new software paradigd$s Department of Defense, 2007he

application of such software paradigms is hugely focused in surveillance systems, reconnaissance
and defusing mines as waek for attack and protection.

= =] i - =
e e A I 3 i e i e St SC

(A)
Figure 1.1 (Patrick Lin et al, 2008) Military ground vehicles: (a) PackBot (Courtesy of iRobot Corp.); (b)
SWORDS (Courtesy of FosteaMliller Corp.)



The use of armed sentry robots by the US military is likely in the future, just like they are used in
South Korea (developed by Samsung) and in Israel. The South Korean system is capable of
interrogating suspects as well as identifying potential enemydietts, and autonomous firing of

its weapor(Patrick Lin et al, 2008)

The military services are also developing very small aircraft, sometimes called Micro Air Vehicles
(MAV) capable of carrying a camera and sending images back to theifRzdsek Linet al,

2008) An example is the Micro Autonomous Air Vehicle (MAAV; also called MUAYV for Micro
Unmanned Air Vehicle) developed by Intelligent Automation, Inc., which is not much larger than
a human hand (see Fig. 2.2b).

(A) (B)

Figure 1.2 Autonomous aircraft (Patrick Lin et al, 2008). (a) Predator (Courtesy of General Atomics
Aeronautical Systems); (b) Micro unmanned flying vehicle (Courtesy of Intelligent Automation, Inc.)

Since the Roman Empire, through the Inquisition and the Renagssanrii today, humanity has
long debated the morality of warfafdvie et al, 2006 The insurmountable use of robots in
warfare, terrorism, and criminaligs well asn medicineor hospitalhas intensified the quest for
the fifty billion pound questio that still makes scientists as well as ethical experts glzzle
Artificial intelligent machines with various capabilities such aslsalfning as well as advanced
neural networks hayand are beig developed by variouscientists around the world.

Norvig and Russell classified a robot as an active artificial agent whose surrounding is the physical

world . Further mor e, t he RoboOt Il nstitute of Amer i c
multifunction manipulator designed to move material, parts toolgemific devises ttough

variable programmed moti ons f qEngirtDeeci,R9)f or manc e
The robotics technology has rapidly established itself as one of the imperative sphere of science

and technology specificallyinthespadi i t y of AArtifici al I ntelligen

The use of robotics in many industrial compartments has been a live for a long time. Robots have

and stillareused in car factory plants, nuclear faciliteeswell asn deep sea exploration

activities where human health and costs would have been extremelahighll asnoving heavy

equipment. However, robot popularity has increased through they use in various industry to the

point of incorporating themselves as team colleagues of human bEimeyshae been employed

in manufacturing for éong time and now are spreadalileing used in front line services. The

protean machines are looking after the elderly and disable human being, helping the police
apprehend criminal s, damdtisk opérationsOnenad thecimperativeg hl y ¢
drivers for the promot i oautorrosouswebbtisystames i nnovati o
intelligentagents i n war zones (Arkin 2009), are:

(
r

9 Force multiplicatiori where the numbers of soldiers needed are redacgdvhere a
soldier can perform the job of a battalion.
2



1 Expansion of the battle spatcevhere war can be conducted over a longer areas than
has been possible before.

T Extension of t higo allow a sofdier ¢plpenetraté the deep areasd of
a battlefield with the intent of striking deep inside of it.

1 Reduction of casualtiesdecreasing the numbers of soldiers from thee most
dangerous missions bearing in mind that any war is a life threatening mission.

These motivators elucidated before did in no way or concept make clear the issue of the problem
realm fAet hical conseguenceso summrgetetds the killir
indiscriminately.The ethical problems arise because no computationa&msysin discriminate

between combatants and innocents in a ebasgact encounter. Computer programs require a

clear definition of a notombatant, but none is availabl&harkey Noel, 2008All of these

guestions reveal the incongruent responsibilitieg are placed implicitly on many scientists, to

effectively develop intelligent agents capable of humane conduct through technology.

One will always continue inquisitively asking the following; will the immoral conduct of human
failings be replicatedivt h AArti fi ci al Agents or Autonomous
intelligent systems be able to make an informed decision? What high quality and low quality

imor al pwilli be embgdted within those robot systems? In 2007 the mail and guardian
reportedthe killing of nine individuals and fifteen injured soldiers by a South Africa robotic

cannon which went out of control. One once stat
relentless spirit, the fever of revolt, the lust of power, and suchlikeslaththese (May et al,

2006) are condemned in waro.

Furthermore, R Arkin argues that it is just a matter of time for an intelligent robot soldier to be
developed with ethical principles embedded within itself. Nonetheless, the newer puzzling
conundrumhat is generated by Ronald Arkingumenis who will those ethic components belong
to or who will decide which ethic principles are incorporated into the autonomous robot systems
(See appendix J, J.1, and J.2 for additional analy§hs)trend, as it céimues to describe, the

likely outcomeis that in future we will havautonomous robot systermsevery compartment of
human social environments. Some will disagree with latter to the extent of stating that the
likelihood of an artificial intelligent agenbehaving, learning, evaluating and having the same
autonomy as human is not yet likely.

Professor Noel Sharkey previously stated that lethal autonomous agent is unlikely to achieve or

have highly cognitive ethic fundamentals. On the other side op#wrsim of the realpsome are

inclined to believe that autonomous robot will adapt with the evolving of the laws of war

regardless of the present fa@ad past unethical conductadfitonomous robot system® Arkin,

who proposed aresearchinvestigai on fAAn et hi cal bases of auton
for the US army, believes the latter.

The palpable incongruent conundrum, that one envisages in the inconceivable ethical believe,
leads one to think that autonomous robots will adapt with lawsagfwith notion that those
protocols will somehow be computabletive form of ethical rule¢See appendix J.1, J.2 and J.3
for additional analysesYhose ethical rules, will lead intelligent agents to firmly behave
appropriate with the adequate ethicatle. Elevating them to superiority that human only imagine
and visualise in a fictional world. A review of published literature has assured that it will be very
complex and maybe not possible to design perceptual algorithhishwill allow autonomous

robot systems to distinguish between an injured sqldied a norcombatant as well as attempting
to surrender by other means for examplehand gestures that read the latter. The essential ethic
concept that artificial intelligent agent must conformnd abide to is of an enormous

connotation.



There are three autonomous robot programming systems paradigieviagrogramming,

guiding systems and robtavel programming systems,L Perez (1982)The concept attached to
those paradigms have a veoniplex approach, in that it leads one to ask if those paradigms are
reliable enough to not malfunctioning for any whatsoever reason. For example a robot soldier is
deployed in the battlefield, during his mission the robot is damaged and begins to fagctioni
inadequate what serious repercussions may happen? How will the artificialratientoop

respond? The ethical convention of this sphere exghajilicit compels autonomy, decision

making, free will to judgeand others not forgetting that artificiatelligent robots will not have

the same semantic as those of human morality.

It is well clear that a great necessity for the building of preventative ethical algorithms, to prevent
unethical behaviour related to the concepts elucidated before istaTha other ironic abstract
economic aspect, is the replacement of human soldiers as well as low skilled workers, which will
experience negative economic problems due to their replacement by artificial intelligent robots
whether in the army or in hospigaas well as in manufacturing

The repercussions and complications of such technology from being used to aid the police in

solving crimes, to being armed and deployed in combat zone are well Kihb@seautonomous

robot systemslo pose and will be capabbf causing physical harm as well as emotional harm, to

us Ahuman beingsod. However, experts such as R /
contrary. Arkin (2009) stated that the eventual deployment of systems with ever increasing

autonomy is inevitdle. Knowing that such machines do have unethical capabilities, however due

to their increase in warfare and in other avenues the deployment of such systems will continue and

will grow. With more sophisticated autonomous armed robots with less or moreltszhéthical

components incorporated in these robots.

Robots for care and for war represent just two of many ethically problematicvanées will
soon arise from the rapid increase and spreading diversatytoiomous robotic technology
Scientists ad engineers working withrtificial intelligent technologynust be mindful of the
potential dangers of their wargpecifically within the military field, public and international
discussion, (Sharkey Noel, 2008). It is viialorder to set policy guidiees for ethical and safe
application before the guidelines set theelves (Sharkey Noel, 2008).

It is comprehensible that unethical conduct will continue to be probable; the need for perceptual
algorithms and explicit ethical components is of gresiganificance And will be a challenge for

allofusOn his article AMachi ndeBtchrii e Hiexdpdri can ett
as having the faculties that enables one to explain a particular action whether right or wrong by
appealingtoae t hi c al (Pee appeadix@d.B, 8.4 amd J.5 for additional analydést
Andersonds dgoes whatt desic wihloed s edshwellashthosepr i nci pl
ethical principles do have or will have the same semantic or meaning a®ttmgnan beings.

The idea of killer robots may seem somewhat farfetéhesbmething out of science fiction.

In fact research into autonomous military robotic systems is already well adv&pagcb(v,

Robert, 2007)The challenge for perceptual alghrits,explicit ethical codegprogramming

paradigms, and the associated risks for developing fully compatible ethical autonomous robot are
of coherent concerhese concerns are of great anxietalt of us scientisision- scientists and

ethical expertsThe logical apprehension begins with three laws of robotics which were defined by
Isaac Asimov and has been available since 1942.

The three laws of robotidsy Isaac Asimov are:

1. Arobot may not injure a human being or, through inaction allow a hineiag to come
to harm.



2. Arobot must obey orders to it by human beings, except where such orders would conflict
with first law.

3. Arobot must protect its own existence as long as such protection does not conflict with
the first or second Law

1.2.2 Aims anl Motivation

The project aims and goals are to analyse, and investigate the ethical issues concerning the use of
autanomous military robotic systemis;t s use, and contrast with the
literature and case studies. In additiowjee previous work in the field, in particular reviewing

any areas of consensus or disagreement on the importance of ethical principles for autonomous
robotic systemsAnd whether the development of such systems poses a negative or positive
conundrum anddw these systems should be developed or structured.

1.2.3 Objectives
The overall objectives of this research project are to:

Produce a scientific public opinion survey

Produce a database requirements specification

Produce an implementation of affective prototype database model

Synthesize a critical review for the project and recommendations for future work.

= = =4 =9

1.3 Project Scope
1.3.1 Extent of Scope

The scope of this research includes a scientific public opinion survey, daspleageation,
design, implementation and testing of the database system, which stores the main data of the survey
results. A graphical user interfaces to allow the viewing of data will be developed.

1.3.2 Scope Limitations

The scope of this research lmges the following; a scientific public opinion survey, database
specification, design, and implementation which are based entirely on the gathered data,
extrapolated from the survey results. However, one must emphasise that the project is solely limited
to research, analyse, understand the impbeitexplicit ethical implications surrounding the
developmentas well asleployment of autonomous military robotic technology.

1.4 Report Structure and Overview
The overview of the report is prearranged with consequent chapters as follows;

Chapter 2 is composed of a critical review of previous work in the sphere of autonomous robotic
technology in sectio@.1and artificial intelligent in section 2.2. The specific imperativeness is the

critical literaturereview focused on the core implications of the former, exclusively in the

development and deployment of autonomous robotic technology. In section 2.3 an elaboration on the
criticalities of evolutionary robot methods is provided, followed with an intréclucif Artificial

Intelligent Powered Toslin section 2.4, the imperative consensus and disagreement on the core issues
are identified and analysed. In sectiof, 2 trorough ethical analysis is presented. Furthermore, a



summary of what has been assitgthwill be presented in section 2.6 with a rationale of how it

interlink with the research project.

Chapter 3 presents a comprehensive scientific public opinion survey (SPOS). This chapter begins with
an introduction detailing the complete (SPOS) in sacB.1. An executive summary of the (SPOS) is
presented in section3.2. The objectives and composition of the survey is detailed in section 3.3 which
is followed by the consequent sections showing the management of the (SPOS) on section 3.4. And
surveyrespndent s6 specialties i n seanditsscientf@and, wi t h (¢
comparative analysis results on section 3.6. In section 3.7 the ethical and legal responsibility analysis
are provided, and in section 3.8 the demographic analysshaven. The success and limitations of

the (SPOS) which is conducted is also detailed and presented in section 3.9 which is a summary of the
scientific analysis undertaken.

Chapter 4 introduces a detailed literature review which is analysed on settianalysis and

requirements for the database system prototype as well as the imperatives of the dimensional model
are also discussed. Section 4.2 will explore the survey requirements specification. The rationale is
shown, specifying the selection of diféat paradigms that are used to model systems requirements.

On section 4.3 the survey main functional and-horctional requirements are presented. Previous
explored example models are provided in section 4.4; which will provide an amplification of the
various methodologies and process models evaluated, which enables the administration of the project
and comprehensive rationale of the ultimate selection. The chapter concludes with a summary in
section 4.5 and production of a project research plan whaioisn on figure 4.6.

Chapter 5 contains the design and analyses of the survey system prototype. This is presented with an
intellectual review of various sophisticated database schema design and scientific contrast of differing
database projections whichreadiscussed in section 5.1. The latter are well measured with clear
rationale for the ultimate chosen design. The main objective of the full architecture is detailed in the
following section 5.2. The chapter terminates with a summary.

Chapter 6 introducethe most important aspect of database model implementation. The chapter
introduction is followed by a comprehensive analysis of the database application implementation in
section 6.2, followed by an exploration of the entities of the database applicag@mentation in

section 6.3. Such like the different database tables and attributes within the database system prototype.
In section 6.4 a detailed discussion of the database architecture application and implementations are
given with some unified modelg language diagram models shown and its entire relationships. In
section 6.5, an overview of the implemented survey system is provided, and the success and
limitations of the implementation are provided in section 6.6, with the chapter concluding with a
summary.

Chapter 7 provides a detailed structure of the testing steps and methods conducted. It introduces the
testing concept conducted in section 7.1. The subsequent section details the testing environment in
section 7.2, and the testing methodologiesection 7.3. In section 7.4 the testing suite is discussed
tagged along with the summary of the chapter. Chapter 8 presents the final conclusion of the whole
research report, beginning with an introduction in section 8.1, followed with an analysestesting

results of the database system in section 8.2 and a project evaluation in section 8.3. In addition,
different concepts for future work are also given along with the evaluation, and concluding with some
controversial thoughts on the future of th&in realm problem in section 8.4. In section 9 the
references are provided a bibliography is provided in section 10 of the research report and the
appendices in section 11.



2 Literature Review
2.1 Autonomous Robotic Systems

A near consensus amoaggientists and academics is that firstly an intellectual open discussion on

the development and deployment of autonomous military robotic technology should takd akece

into consideration the lethal potentiahd applicability of the problem spherenéof the main

reasons for an intellectual open discussion is the increase on the use and development of such
systems asA onnuembsetratoefd ;60afiut onomous weapon systems
forces around the world, including cruise missilegpédoes, submersibles, robots for urban

reconnaissance, Uninhabited Aerial Vehicles and Uninhabited Combat Aerial Velmdiasre are

in producti on or RobertSpdrrew (2007a wi ng boar do,

However, some scientists as well as acadeasosellasmilitary chief technologists have a

different concept and perspectivihis differing is based atne approach of implementaticand
increase on the deployment of such technol ogi es
known as Rdbét8dargod (2007) academic perspeciivé¢hat, it will be unethical to

deployAMRS having capabilities such those of humans in warfare unless someone can be held
responsible for the decisions they make, where these might threaten human life. Thedasi¢heai

main ethical concern that such technology has attached to itself which is the ethical implications of

its development and deployment.

Human sol diers in the future as well as now, ar
These AMRS will havecognitive characteristicsuch as making decisions to target specific enemy

entities, without a human in the loop and decrease the increasing different dangerous missions which
human sol diers are assignedMR&S6 wntaddutiloaal onh

requreddue to the disparity that a soldier wild]l h a\
to one or two O6AMRSO. However, the | atter wil/ |
by Sharkey, Noel (2008Jjit he et hi c al problem arises because n
di scriminate between combatants and innocents i

The insurmountable development and deploymenit AfM RiS the battlefielccreates a range of
challengessuch like ethiclchallengeswhether ethics can be codified and if so, how extremely can

one go on, incorporating ethics into a robot. Moral framework challenges, is the creation of a

compl ex acceptabl e makeaslly, Hoesitnotally eradicatdsthe 6 AMRS 6
responsibility of its developer, and once all these challenges have been accomplished will it make

6 AMRS® fully responsible for its actions. Such
to the degree of being fully unresolv&harkey, Noel 20®) , emphasi sed that AfAno
inference systems exist let alone been created that complexly could deal with the huge number of
circumstances where | et hal force is inappropri a
faces and needs to sciifichlly engineer and philosophically tackle.

2.2 Artificial Intelligent

The considerable philosophical and scientific debate on the creation of similar human, artefact

namely artificial intelligent has increasetiie to the increasing in tlieploymenof artificial

intelligent technology accelerated. One of the main aims of artificial intelligence was and still is to

develop intelligent attributesvi t hi n enti ties, creating the so cal
comprehend the intelligent entities aoda certain degree to engineer human intelligence, based on

the conclusions and results of its understandtnBussell and P Norvid.995) characterised

intelligent entities as follows:

1. Systems that behave such | ike humans (cl ac
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2. Sysd ems that think such
3. Systems that think rat.i

|l i ke humans (cl a
onally (classifi

4, Systems that behave rationally (classiftf

SSi
ed
i e

Evolutionary, humanity has proven the possibilities and probabilities ofingek nt ent i ti es 06
beingsé. This give emphasis to the coognitieept of r
knowledge, applicabilityas well agationalization as being of great imperativeness once the essence
of acting and reacting existBhis imperativeness is the capability of moving around in an efficient
dynamic sphere, perceptive to a degree of its surrounding with the sufficiency to achieve the
maintenance and reproduction of ligRussell and P Norvid.995) classified magent $ee figure

1.2), as beingomething that perceives and acts in an environment, and which one splits into
architecture and an agent program.

sensors

percepts

actions

effectors

Figure 2.1 Agents interact with environments through sensors and effectoré&S Russell and P
Norvig, 1995)

The Turing test was proposed in 1950 by Alan Turing, where an entity was categorized as intelligent
Afaccording to Turing if the
intelligence and endurance in the most interrogation taskke extent of deceiving the interrogator.

In 1950, a program called logic theorist was created as a result of conducted experiments by Herbert
Simon, Allen Newel and CIiff Show. The experiments that they conducted had the aim of imitating
human rationithought processes through a written program. This logic theorist program language
consisted of proven axiom rules. The axiom rules worked base on new expressions, in that when an
expression was given except new, it would filter through possible scerartbprocesser find a

proven axiom for the new expressions through heuristics. This was a significant development in
artificial intelligence spec

h
fifty -two problemswithprod s t hat Whi t ehead Jakada, IRetal £890)] had d:é

entity in question

t rum. 0 TFdightarddofgi c

Simultaneously, at the same time that the logic theorist program was invented, Shanon presented a
research report on the future probability of computers playing chess game (Kalyanasihdaem

1990).

t

In 1959, the General Problem Solver (GPS) program was developed by Newell and Shaw et al, this
program enabled the solving of numerous scientific puzzles such like proving theorems and playing
chess. The mearend analysis, which consist of matching two states of differing directions, was
one of the frameworks introduced by (GPS). The (GPS) framework enabled theendarsalysis
to compute the different states and contracted (GPS) traces with actual human attributes. One of the
major negative limits of (GPS) was its inability to learn and solve problems based on past searches

and

activities. One of t he i

mperative contri

which was widely adopted by the field of artificial intelligencel @eveloped by J McCarthy
(Maher, M. L. 2005).

but |



2.3 Artificial Intelligent Methodologies

Thrun Sebastian (2000) argues in a past white paper that the probabilistic robotics methodology, as

being one of the best methodologies to compute and develop artificial intelligent technology (AIT).
Oneds paper convincingly rebotemethodolagy shouidbeadopted t h at
as a conventional paradigm. It is because probabilistic approaches are more robust, and adaptable to
sensor | imitations, noi se, and environmental dy.
methodology ighe single known solution for complex robotic estimation problems and provides a
methodology which is useful for the development of robot learning capabilities.

However, Thrun Sebastian (2000) also acknowledges that the latter methodology has well known
limitations, such like computational inefficiencies and a requirement for probabilistic algorithms to
generate approximati on. Probabil i st iprobalaliktigor i t h m
methodologies, due to the fact that they consideré r e probabil i stic densiti
(2000). Furthermore, one notes tha consideration a#ntire probabilistic densities generates the

benefit of increased performance and robustness among autonomous probabilistic robots.

Nonetheless, theseguments are well controversially known, however they are maostly applicable

and related to lovievel perceptual sensory.

One of the fundamental issues that Thrun Sebastian (2000), does not explore and address is the

problem of representation which is tdedmeans result and process of low level and high level
perceptionSee appendix J.3 and J.4 for additional analy$iss problem correlates with one
fundament al problem of artificial intelligent t
groundingp r o b I whichdHarnad S (1990), claims to be the main factor, which is produced and

found in Al Asymbol i ¢ s npogepresargationavdulistartte ahadl.s

Bickhard M. H (1999) vehemently presents a theoretical dilemma, arguing that authentic meaning
Orepresentational substanced can only fAmateri al
able to perceive and interact with its environment. This theokrelileanma is substantiated by

computational experiment conducted by Russell, S et al (1995) who defined an agent as being

fanything that can be viewed as perceiving its
environment t Wminteulglhe cetf f &elc torristéi.ci sm of Asi movds
t heoretical emphasis that these | awbs focused, [
does not existaVoods, David et al. (2009¢centlypr oposed al ternative | aws |
because the intellectual and engineering ration:
robot by Asimov are no more than a |iteracy devi
Furthermore, they concluded that fAt(Weodspl ot i s d
David et al,2009)there is no requirements for those lawbéocapplicable and meaningful which

AlA will have to possess to be fully moralagemsh en Asi movds | aws of robot

development of such moral agents were not envisaged let alopgeithic€he following are the new
proposed laws bWoods, David et al. (2009):

1 A human may not deploy a robot without the humalmot work system meeting
the highest legal and professional standards of sagetyell asthics.

A robot must respond to humsas appropriate for their roles.

A robot must be endowed with sufficient situated autonomy to protect its own
existence as long as such protection provides smooth transfer of control which
does not conflict with the First and Second Laws.

il
il

The new firstAw assumes the reality that humans deploy robots. The second assumes that robots
will have limited ability to understand human orders, and they will be designed to respond to an
appropriate set of orders from a limited number of humans Woods et al. (2863hllowing is the
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last law; "Robots exist in an open world where you can't predict everything that's going to happen.
The robot has to have sormetonomyin order to act and react in a real situation. It needs to make
decisions to protect itself, but it also needs to transfer control to humans Woods, David et al (2009)
when appropriate. One does not want a robot to drive off a ledge, for instariess &numan

needs the robot to drive off the ledge. When those situations happen, you needWdais

David et al 2009) smooth transfer of control fro
Wendell Wallach et al ( 2 0 0 9ral agendis angtbat carcdetéctthe st at o
possibility of harm or neglect of duty, and can take steps to avoid or minimise such undesirable

outcomesodo. The technical infeasibility and et hi

technically been mielled and implemented. Theoretically a few models have been implemented
such as the fAprototypeArkstRbnald@d09).governor o desi gni

2.3.1 Evolutionary Methods

Evolutionary artificial methods are an imperative methodology for the implementation of

evolutionary robotics (ER) as well as control systems for artificial intelligent agents. The

application of this specific methodology (ER) helps keep any rational hbiases towards it, to a

sensible and acceptable level, thus enabling the exploration of different design prototypes. Recent
research and i mplementation conducted with (ER)
behaviour exploring sensorimotor coordinatom s ol v e ¢ o mpldrisnxRazvant r i caci es
(2003). Evolutionary robotics is the attempt to synthesize robots through evolutionary techniques

Nolfi S. & Floreano D. (2002). The increasing use and adoption of evolutionary methods enables

the comprehensivexamination, analytical and logical principles such as sensor motor coordination

as well as the evolvement of control systems. However, the increasing use and adoption of such
methods specifically on physical robots, can lead to prohibitive problemseé&ued running time

may be too long, and time also has to be given for the allocation for recharging of batteries and
initializing repeatedly any conducted experiment or repairing defected parts, Florian, Razvan

(2003).

Additional experiments on the uskautificial evolutionary methods have also concluded that the
evolution attained by autonomous evolutionary robotics (AER), helps the adoption of their control
systems. This is complemented by the environmental changes in their life time which is achieved
once the evolutionary process has completed or taken place. The other aspect that (AER) explores,
is the learning capability that such methodologies is capable of synthesizing to the point of
producing acceptable behaviour from (AER) and adequately réldeicaultifaceted problems that

large search space generate. The power of evolutionary methods is limited by the computational
time needed for the exploration; through evolution of a large search space of possible solutions
Grand, S. (1998)rhis limitedpower of computational time, has not stopped or constrained several
academics from pursuing many significant studies by employing evolutionary methodologies. Such
as artificial neural networks as the prime foundation block, for the implementation ofi@vafyt

control systems. For the simple fact of the availability of search space mechanism which can
smoothly produce efficient output. For examplarase, Kazuyuki et al (1998) proposed a back
propagation algorithm for the implementation of (AIA) by usiéngh methodologies elucidated
previously to control the mobile robot khepera.

2.4 Artificial Intelligent Powered Tool

The incorporation of ethics and appropriate control algorithms to (AlA) increases the exploration of
data mining methodology that allows the discovery of knowledge and storage of data as well as its
extraction through algorithms implemented from machiaenieg, and artificial intelligence. Data

mining is the process of discovering knowledge or patterns from massive amounts of data, including
artificial intelligent, database systems pattern recognition, machine learning and application fields
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Liu, Ling etal (2009). Data mining enables one to decipher uncertain and complex incomplete large
data sets for the imperative purpose of decision support for (Al) as well aspfhieation fields

One of the drawbacks of some existing data mining genetic algsrghah like neural networks, is

that it iskernetbasedand requires sophisticated algorithms for density estimation Boylu, Fidan et al
(2006). Those algorithms are in two frameworks; supervised learning framework which allows
learning from examples anohsupervised learning framework which enables learning from
observation.

2.5 Ethical Considerations

The ethical and moral consideration that has to be analysed by looking at the dichotomy of the

problem realm, are obvious with significant importar@ga.one side of the continuum one asks;

why develop moral agents? The main consensus and reasons are usually because the technology
available offers the feasibility to engage in such a development with no end, limit and in sight. On

the otherhanditcanl@er gued t hat; how can one rationally de
able to scientifically as wel/l as accurate def i

The other dilemma is whether the development of explicit ethical algorithms will ensure profound

reliability and scrutability for any computationally moral agents. The other aspect that has to be
analysed is the key question of whether humans
creatures; having human needs and requiring treatment and riggnisimfact they possess no

sentient norms incomprehensibleThe increase in research and development of AMRS, in contrast

to the industrial development of automobiles raises etldaodl many moral dilemmas such as, legal,

economic, socipolitical matersas well as placing few key questions on the rationale behind such
development and thinking.

When the industrialization of such commaodity took place the focus was on the efficiency and safety
of such hardware product; less research, and thinkisgoleaed into the ramifications that was

created by such large scale production of cars. Ramifications such as social and environmental,
which have produced serious consequences which has contributed to the detrimental of the
environment and socio atmogykwhich continue to create serious consequeritasoneis aware

and knows well now. The development and deployment as well as the proliferation of autonomous
military robot systems (AMRS) will require deep thinkjgnd analytical analyses that did take

place back then when automobiles began to be manufactured on an industrial capacity. This is due to
the fact that such large scale production of AMRS may also have embedded environmental
ramifications which have deep ethical as well as moral quastaitached with it.

The (1948) Universal Declaration of Human Rights explicitly details the given rights that members
of the human race have for themse\aesd provides an unequivocal framework for ethical faculty.
One of those given rights whichisd ai | ed in article two procl ai ms
all the rights and freedom detailed in this declaration, without distinction of any kind, such as race,
colour, sex, language, religion, political or other opinion, national or social ppigiperty, birth or

ot h er UsitedaNatiors §1948). This proclamation, in no other circumstance mentions or states
that such declaration appliesAMRS or nonrhuman agents. The explicit attachment of this
declaration towards only humans raises another moral dilemma ilNtRS or norhuman agent

are not catered in this declarations; creating the possibility that one may envisage extending such
rights tomyriad AMRS. This dilemma aforementioned, may wrongly allow the mistake of
perceiving specific AMRS as having full ethical cognitive status. When in fact AMRS do not in no
way or merit possesses such phenomenon.

The other key merit that has to be coesed is; what moral agency and status will AMRS have and
be classified in contrast with the organic view
memor able catastrophic event that happened i n 2
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Akl l ed nine soldiers and seriously wounded four
state that the behaviour of such a robot was very primitive without any due care for those killed and
injured. Presumably that such robot was or possesseathmadegree of intelligence and moral

faculty. The organic perspective would lead one to place full responsibility of such behaviour to the
AiRobot Cannon @uandarfisavhekther yhe deeelomels would also share the blame for

the defects thatittgered such fatal behaviour, and who would be the primary culpable whether the

AMRS or the sole manufactu(8ee appendix J.3, J.4 and J.5 for additional analysis)

The organic view states that fAmoral i tossiblys pri ma
forothernosh uman organic beings to which ,pganeESnhood n
(2007). Presenand future programmabBMRS will still not be classified as having any kind of
intrinsic ethical statys due to the lack of adeqigabiological facultiess well agelevant human
properties from an organic perspective. The sentience coacehbtonsciousnegsresents two
organic components that should be considered and analysed. The (fgarince, S 2007),
components are:

1 Only beings, which are capable of sentience feeling or phenomenal awareness, could

be genuine subjects of either moral concern or moral appraisal.
91 Only biological organisms have the ability to be genuine sentient conscious.

More profoundly the organic i si on t hus negates the possibility
possessing the phenomenal cognitive morality, such like human morality. This is because of the
biological superiority that humans have within they inner faculties, which enables them to

experience sentience or emotional feelirthat only naturally occurs with biological creatures with

artificial biology. These are the main fundamental key marinsideration of the ethical dilemmas

that Al scientists have to consider when engagedtetthnologies such as AMR$he organic

view, vehemently affirms that only those with sentient or emotional feedind phenomenal

consciousness can have or be said to possess true intrinsic moral status. However, the increase and
deployment oAMRS is a fact that many will have to adapt to live wiind interact with on an

ethical level.

2.6 Summary

The eventuality of the creation of a fully capaBMRS, with the utmost intrinsic moral status will

soon be within reach, whether the complexities of the ethical ramifications increase. However, there
are key aspects of artificial intelligence specifically to the development, deployment and
proliferation of it that has to be carefully conside(&ke appendix J.3, J.4 and J.5 for additional
analysis)

To begin the following has to AMRSE,ulHecawmnsad ymwedh
the research and anal ys eAMRBoasopfosedtatheefaméonaldi Ho w  t
C. Arkin (2010)acknowledgesand st ates t hat Al f -thamhemamoal of pr c
performance is achieved even if still impetfétcan result in a reduction in n@embatant

casualtiesand property damage castent with adherence to the Laws of War as prescribed in

international treaties and conventions, &thus worth pursuing vigorous{iRonald C. Arkin

2010p regardless of t he fimtiohsithatavil bexreated.pr ol i f er ati on

3 Autonomous Military Robot Systems Survey
3.1 Executive Summary
This section will report the results gathered from an online survey conducted as part of this

dissertation research, designed to explore the issues concerning with the use of these systems,
specificallywith aim of using it for lethal purposes. The data gathered for this survey was
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comparatively analysed (qualitatively and quantitatively) between the following demographic
sections, respondentsd6 age, knowl degygmanaggremider an
and an elaboration of the survey results are also provided with aim of presenting to the reader a

coherent discussion. This survey will provide an additional element to this research, by presenting the
opinion of different demographics dme use of robots for war. The survey will begin by presenting

the objectives, followed by the management and survey management analysis and a dialogue of the
results. The survey will be concluded with a summary.

3.2 Introduction

The innovation omilitary robotic systems and its technical challenges are more cumbersome than it
was a few years ago, due to the increasing pace of its development. As is already reported that such
systems are in operation in Afghanistan and I&itarkey Noel (2010)he probability of increasing

the autonomy of such systems with no human in the loop, to the degree of having them fully
responsible for they own functionalities or way of conduct is greater. Conflicts of high magnitude
may occur, in many situations: suppasmilitary officer directs an order to an AMR with capability

to kill, to survey a specific combat area which is known to have enemy combgthilesthe robot
conducts the surveillancet becomes aware that suchwitiniésa al so
spheres, and instead of completing the task and report back with tHengatp results the robot

decides to engage the enemy combatants resulting in civilian casualties. This is a predicament that
relates also to the many questions withia ¢éimline public survey exploring the use of robots for war.
Firstly; who will beartheresponsibility for such behaviour? Ethically was it right for the robot to be
equipped with lethal means? Why was the robot not aware or not followed the directiveogiven

the first place.Having the computational means to follow orders based on the information gathered is
an imperative tenet for defence and security institutiSes appendix J to J.8 for additional analysis)

3.3 Objectives of the Survey Poject

The online public survey on the use of robot for wars, with the ability of lethality has been completed
with adequate responses which support the integrity and various opinions stipulated on this
dissertation report. The main strategy of this symegport was to establish an understanding between
the various community demographiesid the degree of acceptability of this technology as well as the
ethical concerns that such communities have towards the use of robots for lethal commitments. And
imperatively assess how different types of demographics view the development and depbdyment

this technology within the military. This online communal survey specifically looks at the relationship
between different variables, in addition to the amplification related to the views of the public. The
survey section is structured as followed,tfirsan analyses on the acceptability of the way the object

is constrained by different methods in the way that it behdés.is relatively examined by

comparison of the following; an autonomous military robot, and an autonomous robot with the
probabilty of it being constrained by a computer program, or ethical standards. The main observation
of these entities lies on the independency of the behaviour of the &htityis due to the fact that in

this case the robot is an autonomous element whichudl icontrol of its behaviour with the main
distinction being the way that its entity is constrainéthi c o mput er pr ogr am, and e
standar dso.

The respondents of various demographics such as policymakers, armed forces or security services,
defence organisation, government and the public are also analysed with the aim of establishing

whether they position and understanding the problem domain has a positive or negative effect when
deploying such systems to use for lethalams. These varioughographientities are explicitly

determined by respondenby clarifying whether they are affiliated with any of the categories

described. Conversely, the following demographics are also evaluated with the aim of establishing the

main factors influencig they ethical views and decisiomse s pondent s6 age, knowl e
origin and they ultimate view of the technology in question.
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3.3.1 Survey Composition

The composition of the survey, such as structure, presentational layout, and questibes gves

in harmony with the design principles shown on the SurveyMonkey (2011), guide. Based on this
guide and the project supervisors recommendations it was then modified and completed for use on
the internet via SurveyMonkey web browser. The onlineesurgsearch was structured with four
partitions in one and only padeirstly, a brief section introducing the aims of the survey and a
definition of what an autonomous robot is, is provided. Secondly, the survey begins with the
following questions:

1 By your own understanding and knowledge which of the following would you define as an
autonomous military robot?

1 Which of the following characteristics do you think an autonomous robot could have?

1 The behaviour of autonomous military robots will be constraspegtifically by the ethical
standards established by individual human beings in charge?

9 The behaviour of autonomous robots can be constrained by computer programs so that they
can behave ethically correct?

1 The behaviour of autonomous armed robots will thécally acceptable in a war zone where a
civilian population is present?

These questions are followed by the presented questions which are in the middle of the survey due
to the randomisation that was conducted:

How old are you?

What is your Gender?

Wher were you born?

What country do you live in now and how many years have you lived there?
What is your level of education?

Are you a member of the armed forces or security services?

=A =4 =8 =8 =8 =9

The conclusion of the survey ends with an open ended question whichdcreggondents to make
any comments concerning to a specific question or the survey on its entirety. In addition, the survey
questions were randomised for obvious reasons (bias).

3.4 Survey Management

This online survey was designeuthd published by the welinown SurveyMonkey Company, which

allows the creation and hosting of web based surveys. The management of the survey was done

through the following main means: email which was approved by the main project supervisor, and

sent toall the departments within the Sheffield University. In Addition, a private email was also sent

to oneds private email portfolio |ists, namely t
This was done straightforward with minimum challengeis; was kept to a minimum due to the

notification of the survey that the researcher of this project sent to specific recipients prior to emailing

them with the web based survey link. The survey was able to get the most coverage from the various
departmentsocated at the Sheffield Universityhis online survey was officially opened on the

February 13, 201dnd closed on théune 12, 2011 with 332 responses as the total.
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3.5 Survey Respondents Specialties

The online public survey total responses aeglenof the various demogtéps which are shown on
figure 3 national defence organisations (3:9%), armed forces and security services (4%
roboticists (2.6%6), policy makers (2.19%) and the public.

Distribution By Community Category

= 3. 90%

= 4. 30%
= 2.60%
- 2 1%
= National Defence
Organisations
m Armed Forces and Security
Services

= Roboticists
= PolicyMakers

= Pulic

Community Category

Figure 3: Distribution of Survey Demographic by Community Category.

Due to the survey being part of an academic project dissertation research, which was distributed
widely within the Sheffield University departments, the majority of the responses werg)®y.the

public. But for clariy and accuracy it is appropriate to emphasise that some of the other variable
participants, are or happened to be students who are engaged with some academic research related to
the problem domainthe gender gap between male, and female was vast, witre¢atest responses

being from males at (68.69223) and females at (31.494.02); this is shown on figuig1 below.

Distribution By Gender Type

s Female
. Male
314 %
L =

ender Type

Figure 3.1: Distribution of Survey Demographic by Gender Type.



The level of education among all the demographics were divided as followed with (96.0%) of
respondents having completed their college education, and (0.8%) working towards it. On the
degr ee

category of

bachel or 6s

A%) Bvhoswete wolkiagd

towards it, and with (34.0%) who had completed their postgraduate degree, as contittsting

(36.4%) who were working towards &s shown on figur8.2. The total amount of respondents was

330.

100 26 —

College

[Cisrmibution by lewel of Education

Bachelor's degree

Paostgraduate degree

— orking Towards
— Completed

Figure 3.2: Distribution of survey demographic by education type.

compl e

The table3.3 bellow shows the level of education variety, in contrast with the age type differentiation

among all the groups.

College

Bachelor’'s degree

Postgraduate degree

Under 20

DB 0%
Completed a0y
WVVorkimg 2 0%
Towards (1)

S50

1 72
Completed
= 1)
D660
(56)

VVorkinmg
Towwards

58

O_O0%

Completed
= (O}

YWorkimg 11_1%%
Towvwards (3)»

27

Under 40

o6 924
(155)

0. 5%
1)

1850

59.02%%
(111)

39 9%
(Frs)

188

27 5%
(39

4.8 .6 %o
(69)

142

Response
Under 65 Totals
89._5%%

(34)

0_0%%
(o)

28 24a8
83.B%
(31)
16 2%
(S)

37 283
83.3%0
(30)
8_3%
3

3G 205

Figure 3.3: Distribution of survey demographic by education and age type.

3.5.1Virtual Analysis

One of the main coverage errors of the survey is due to the fact that this survey resesaech
online based survey accessible only to those with internet connection. Therefore, the survey was not
distributed widely; secondly the survey waslaly distributed within the Sheffield University
campusas opposed to the wider public which one did try to reach through the use of sites such as

facebook and twitter. One of the positive aspects of the survey is that most of the respondents were
not planly selected. Due to these facisid caveatghe analysis of the survey is unambiguous
qualitative and quantitative, it provides a reasonable understanding of certain communities views on

the ethical and technological issues related to the problem dontegrefore, due to the coverage
errors described, the statistical analysis for all the demographic categories will cover different

categories, from gender type to age differentiation and respondent occupation (e.g. policymakers

and roboticists).
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3.6 Scientific and Comparative Analysis

The main statistical analysis results of this survey research are shown here. The analysis results shown
here in this section is cantered around the following demograptstsrial defence organisations,

armed forcesind security services, roboticists, policy makers, and the puBhd the respondents

gender type (male and female) as well as the participants age and the choice characteristics of some of
the questions overall. In addition, the overall results of tineey are also presented, with additional

comments from the respondents. The survey is structured from quegttora2ull view of the

survey design is provided (turn to Appendix A). The survey design was catered to the gathering of

data related to thepscific ethical situations in the battlefieBuch as eceptability of different types

of entities which a robot should be equipped widmd many others which can be seen on the

appendix A. The survey begins with one set of question exploring theipemti understanding of

robot and military equipmentés. This question of
measured with (yes, no and dondt know s-typel e), ho
scale which is composed thfe following fivepointlikert-type scale: Strongly disagree, Disagree,

Neither agree nor disagree, Agree and Strongly agree. Furthermore, the following optieaof none
theabove and no opinion and donot k n osyarembti ch was
considered when thorough analysis was conducted based on the data collected from the survey but

for clarity it is shown on the figurggesented here

3.6.1Robot Characteristics

This question was incorporated into the survey to get dargtanding of how different types of
community view the acceptability of the various entities. The structure of this question is show on
figure 3.4.

2Z2_Vwhich of thhe Tollowing characteristics do yow thimnk amn autonmnomous robot couwuld
hoawve

AN autonoMmous robot is an object that weoerks without human gulidance™
Yes o Don't FKnow

— — -~
an ability to make
sthical decisions » > —
- - =
an ahility to adapt
= —> —

Lo differing
environments?

Figure 3.4 Characteristics Questions

A P of C y Types for the Computational Characteristics

282
27

® Ability to reason about the laws of war?

m An ability to make ethical decisions and act upon
them?

= An ability to gather and interpret information?

w An ability to adapt to differing environments?
57

g s ii 11
3 3 5 a 4 3z 3 1 1 a 5
° , , T A,
PolicyMakers Roboticists National Defence Armed Foces and Public
Organisations  Security Services

Figure 3.5 Characteristics Questions by Community Type.
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Figure 3.5 shows how different types of community perceive and accept different types of characteristics
for robots in generalas well aspresening it with the absolute values. The characteristic with most

acceptances was the fiabil t o

ity

adapt

to differi

Between the different types of categories one notes a huge dispardand this is partially due to the
coverage error but very sensible. The total amount of respondents for this question was 330 participants.

3.6.2 Ethical Acceptability

This section explores some ethical considerations, it is composed of two questions which the
differing, is between té ethical object whether an autonomous military robot or autonomous robot
and the computational ryleshetherit can beconstrained by ethical standards or computer programs.
This is shown on figur8.6 and Figure.7 which are compared based on the geddenographic

(male or female). The

ng

Disagree, Neither agree nor disagree, Agree and Strongly agree. These two questions assessed the
views of the participants in relation to theot different types of computational constraining ethical
algorithms which might be implemented to allow robots to behave ethically. In addition, one also
presented these two questions in contrast with the following community types, demographics

(nationaldefence organisations, armed forces and security services, robaticists, policy makers, and the

public) with the total amount of 325 respondents all together which is show on Sgue3.11.

To what extent do you agree or disagree with each of the statements; The
behaviour of autonomous military robots will be constrained specifically by the
ethical standards established by individual human beings in charge?

100 2% —

147 %= (15)

20 22 —

Strongly Agres Marhar Agrastior Strongly Dizagres
iz=gres

Figure 3.6 Ethical Acceptability by gender ty

256 % (57 44 4 <, (99) 125 2 (30)

pe

— Male
e Female

Note that between the two types of community, males seem to be the most to agree to the prospect of an
autonomous military robot being constrained by the ethical standards established by individuals.

The behaviour of autonomous robots can be constrained by computer

programs so that they can behave ethically correct

— — — — e TG
| 7.2 22 (16) | 7 %2 (55) e
6.7 % (15) SR 247 (! 17.9 % (A0)
20.8 2 (91)

100 2% —/———

80 2% ———

8.8 % (9)

20 % —m

Dis=gras

Strongly Agree Meithar AgreeiMor

isagres

Strongly Disagrae

Mo opinion/Don’t Know

Figure 3.7 Ethical Acceptability by gender type
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In the case of figure3.7 the result seems to be very similakwith males still being the most
agreeable as opposed tihe femaleson the subject matter

To what extent do vou agree or disagree withh each of the statements:
The Dehaviowuwr of autonoimnous military robots will be constrained specifically
by the ethical standards established by individuaal humnman beings in charge?

B0

FOs

5025

So%s

a0 = PolicyMakers

= Roboticists
S0

Mational Defence Organisations

= Aarmed Foces and Security Services
2025

= Public

1025

Figure 3.8 Ethical Acceptability by various community types.
These various community types, whemaking their choices, differentiate extremely great, in that the
community type that is the most agreeable is the armed forces and security services followed by the
policymakers and respectively. The Table below shows the actual percentage of each comtyuype.
The total of respondents for this question was 327 participants.

PolicyMakers Roboticists National Defence Organisations Armed Foces and Security Services Public

Strongly Agree 19% % 13% 67% 15%
Agree 0% 3% 54% 1% 20%
Neither Agree/Nor Disagree % 1% 8% 0% 26%
Disagree 0% 6% 15% 0% 26%
Strongly Disagree 0% 0% 0% 0% 15%
No opinion/Don’t Know 14% 0% 0% 1% 0%

Figure 3.9 Ethical Acceptability by various community types.
This figure shows the percentage values for each community type for figure 6.9.

The behaviour of autonomous robots can be constrained
by computer programs so that they can behave ethically correct?

FO%

50%

SO%

= policyMakers
a02s

= Roboticists

Mational Defence Organisations
0%

m armed Foces and Security Services

= Public
20%:

10%:

Figure 3.10 Ethical Acceptability by various community types.
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Question four, armed forces and security services category seems to be the most disagreeable type
with policymakers not exactly sure whether to agree or neither agree/nor disagree, having a multiple
opinion on this question.HE Table below shows the actual percentagkviewsof each community

type for this question which 327 participants.

PolicyMakers Roboticists National Defence Organisations Armed Foces and Security Services Public

Strongly Agree % 4% 15% 0% 3%
Agree 3% 1% 1% 7% 2%
Neither Agree/Nor Disagree 43% % 8% 0% 2%
Disagree 0% 0% 1% 7% 16%
Strongly Disagree 0% 0% 15% 0% %
No opinion/Don’t Know 14% 0% 0% M 0%

Figure 3.11 Ethical Acceptability by various community types.
3.6.3 War and Ethics

The following questions-b were objectivelyrying to see how the various categories differ ethically

in respect to having lethal autonomous robots stationed in a different environment with different
entities such as civilian population in a war zone or on a conventional battlefiblele no civiians

are present. The overall results suggests a mix of opinion between the two community types with
females mostly strongly disagreeing with the idea of having autonomous armed robots in a war zone
where civilians are present. But surprisingly a goodgrage of males 21.6% agree with the idea of
having autonomous armed robots in a war zone where civilians are present in contrast with female
type. The total of respondents this questiorwas 330 participants.

The behaviour of autonomous armed robots will be ethically acceptable in a war
zone where a civilian population is present

100 %6 /———

a0 %% +———m

— Male
s Female

20% 4———

Agree Disagre= Mo opinion/Don’t Know

Stronghy Agree Meither Agree/Mor Stronghy Disagre=
Dissgre=

Figure 3.12 Ethical Acceptability of aRobot in a War zone where civilians are present.

When participants are presented with question 6 below the two types of groups seem to be ethically in
agreementHowever one was expecting that each of the community groups would have disdgeced

to thefact that robots stillwould have or have an advantage of an enemy combatant, assuming they
were all human soldiers.
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The behawviour of autonomous armed robots will be ethically acceptable on a
conventional battlefield where only armed forces are present

100 2o —

80% ——— —

—— Male
e Female

20 % 4—— —_—

Meither Agreefor Strongly Dissgree
Disagre=

Agree Disagres Mo opinion/Dont Know

Figure 3.13 Ethical Acceptability of a Robot in a War zone where only armed forces are
present. The overall participants were 318.

3.6.4 Warfare Dilemmas

These following three questions shown below on figid, explore the alternative of having an

armed autonomous robot as the main selector of targets where a human confirms, before lethal force is
applied. The total responses tbe first question (9), was 314 contributors. The responses collected,

shows both of community gender types agreeing with the envisaged rational of having a human in the
loop. Confirming once a selected target has been selected before lethal action.iJ kekeesponses

were gathered hypeswcsil eg moldee | LI KHearvti ng a human i n
robot under the supervision of humans, is the acceptable narrative which is also noted on question (10)
shown on figure3.15.

An armed autonomous robot should be allowed to select targets for
humans to confirm before applving lethal force

100 % | — —

80% ———

—— NMale
— Female

20 % ——mm

Stongh Agres Maithar Agrea/Mor Stronghe Disagree
Disagre=

Figure 3.14 Ethical Situations by level of Autonomy by Gender Community Type.

On question (10) bel ow t hanapt@eonmouscobgl should actamly e as k e
under direct and expl i c withthetotal espanses$ af IBOpanidipants. h u ma n
However, on this question the participants male and female differ on the level of agreement. With some
participants (female45.1%) only agreeing with the plot and 40.7% of males strongly agreeing with

the notia presented on FiguB15 below. In addition, when question (11) is presented, shown on

figure3. 16 t he participantsd views changes dramati ca
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An autonomous robot should act only under direct and explicit orders from
of a human being

100 % (——— — — — — — -

80 % +——

B0 %% ——

— Male
s Female

40 % 41—

20 % —

Agree Disagree Mo opinion/Don’t Know

Stronghy Agres Meither Agrea/Mor Stronghy Disagres
Disagree

Figure 3.15 Ethical Situations by level of Autonomy by Gender Community Type.
When participants, are ast implicitly on the issue of autonomy, whether a robot should have a
greater level of autonomy, to the point of operating entirely independently of humans. One is able to
visualise a shift on the views collected from both gender types. The views shifteddoint of

equating both genderfScateVppaso omoithmte Satmeormdgli Keadgr e e

contrast which the respondents show is that 12.2% of males still agree with concept presented, which
had a total of 329 responses for this quaestidl).

An autonomous military robot should be allowed to operate entirely
independently of humans

100 %% —4—m—— JR— J— J— R

B0 % +————

B0 % ————

—— Male
— Female

20 % ——

Agree Disagre= Mo opinion/Don’t Know

Strongly Agree Meither Agree/Mor Strongly Disagree
Disagree

Figure 3.16 Ethical Situations by level of Autonomy by Gender Community Type.
3.6.5 Rules of Engagement and Laws of War

This section contains a total of four questions, exploring the characteristics of robots, such as following
specific diectives related to the Rules of Engagement and Laws of War. A total of 331 responses were
collected for question (19) presented belawfigure 3.17, composed of males and females. 30.4% of
female agreed that such sentient machines will conform to the d&fawar, and Rules of Engagement
described in the Geneva Conventiémd 31.5% of males strongly agreed also with the rational behind
this question.
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An auvtonNnomous robot will conform to the lavws of war and rule of
engagement embedded in thhe Geneva Convention?

3.5 %= (70D
F0.4 =2 (312

ZE.a T (83

= (18) — el
— FAnle

VBT T (1A

Strongly Agres. Meirther Agree/tor Stronghls Dizagree.

Figure 3.17 Conforming to the Rules of Engagement and Laws of War.

The figure below for question (18hows the same question in contrast with the age type
differentiation, which shows all the age types in agreement with the narrative behind the question,
except with a small margin of difference. The under 20 years of age seem to show a great level of
aceptance in comparison with the other two types of age with 31.1% of them strongly agreeing with
the possibility of autonomous robot conforming with the laws of war and rules of engagement.

A autonomous robot will conform to the lavws of vwar anmnd rule of engagement embeadded
in the Genewva Convention?

Response
Under 20 Under 40 Under 65 ===t

31.1% 26 8% 18 2% 26 2%

Stronaly Agree, C192) [E=1=5] 1Oy B5)

P — 32. 8% z28.2% 23.6%% 28.3%

= - (20) (S92) 13) (=2=2)

- - 13 12 12 4% 1= 7 oa 12 &%

MNeither Agree/MNor Disagree, ey e 7 a1

8. 2% 10.0%6 14.5% 10.5%

Disaaree, (S) =Z1) [€=5 ] (=)

R a4 D% o.63% 1S a2 o 82%

Stronaly Disagree, 3 (=0 (S ==y

- L= 12 D25 LR S ) 12 G250

MNo opinion/IDon’t B ow S =>7 5 a1

Aanswered questicn 8] =Yol=] ss 326

Figure 3.18 Conforming to the Rules of Engagement and Laws &far.

The next two questions highlight the idea of equipping robots with lethal hardware such a®show

figure 3.19. Each respondent had five choices to choose, there was two types of copmmaleiyand

females. The choices range from machine gunsi¢tear weapons, in total there was 324 participants

for question (24) shown below on figuel9, and 324 for question (25) presented on figRIRg.

Based on the choices presented to the respondlents i s ¢l ear that O6machine gu
lethal hardware with 95.1% from males and 91.4% from females. The only difference between question

(24) and (25) was in regards to the object being an autonomous which in the case of question (24) the
object is remotely controlled by a soldier.

Under the same laws of engagement as Tor a human soldier, which of the Tollowing =houla
- roBpot rermotely controlled by & Soldier e Ui e vt
Response
emale L¥ e S e

Paachine Gun S e s
(=23 (155)

== 1a3 1o
Srenade Bomibs 7 B S, BO.O R it
=7 (1=3)

= 1= EEE
Srmart SBomiss e P o 3 ]
(=s) (10o)

== T Aas
Muclear VWeap o= ST To. s

Shoice

) =7

- == A
Frone of the obowe P 400 O OO O
e (S1) (S1)

=1 =1 o=

e I T e b EL=E) =3 ==a

Figure 3.19 Acceptance of Military Lethal Hardware.
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Nuclear weapons werdhe least acceptable but with a few females viewing it as acceptable, which
was the least acceptable for male type.

Under the same |laws of engagement as for a human soldier, which of the following should
an autonoMmous robot be equipped with:

Response
Female nMale e

Machine Gun? 286 0% 22 0%

Choice 17 Pty

20 100 120
Grenade Bombs? 283 3% 89 6%
Choice (15) (69)

15 7 a5
Smart Bombs7? TB. &% 88_ 4%
Cholce (1) (S1)

14 [s2=] =3

Muclear VWeapons—7 cCholce 25 0% 52 9%

€1y (=)

- a7 21

NMone of the abowve? MO0 . 0%

Cholce 100.0%

(7F=2) (109)
=2 Ef=1=1 121

answered question 101 =221 3=z=2

Figure 3.20 Acceptance of Military Lethal Hardware.

Figure3.20 for question (25) shows the contrast between the two community gender types with the
object being an autonomous robot as illustrated previously. The choices were the same with a total of
322 participants. Machine guns still the most acceptable lettigf with a small percentage of
respondentbeing femalegas shown on the figur&20.

3.6.6 Following Directives

One of the complex challenges that roboticiatel computer scientists have is to develop the ideal

AMR which will act according to thdirectives or order given by. Nonetheless, many technical
complexities have not been answered gemplexities such as will such machines interpaatl

follow the directives given without questioning/ill they disobeyan order, who will they obeyhese

are some of the many tedious technical features which answers have not been found. This subsection
contains four questions which the first two (27) and (28) look at the perception of having robots
obeying someone, the rational is behindwdio shold it obey or if such a machine is produced with

great level of autonomy then will they obey someone or any given individual with specific attributes.

227F_OWvVino should a robot obeyw 7

are

compatible wwith
its own IinNnterests —
whether ethical or

28 WVHnNno should armn automNnoMmous robHhbot obhbeyw >
T hoice

|

the most rmoralihy ]
reqguests7>

the reguests that
are e
cormpatible wwith

its own interests —

&
\

whether ethical or
unethical?

|

Figure 3.21 Following Directives.

All the participants were presented with four choices, disregardih he choi ce of O6none
which has been shown for actual clarity.

24



the most soCiable
indrvidual?

the one asking the
most morally requests?

the indnvidusal it
likes the most?

the requeasts that s most
compatible with A4S own nterests
whether &thical of unathieal?

Figure 3.22 Following Directives.

These both questions had a total of 329 of all the participants which the results are shown on figure

3.21. The most acceptable notisna s @t he one asking the most mor al
acceptable being the Athe individual it |Iikes mo
that somehow thee machines have some sort of sentient which is not true as discussedfith@any

chapters before. The following two questions reconnoitre the opinion or concept of classifying what is
perceived as behaving ethically during or withi

29. What does it mean for a robot to behave ethically during a conflict "war”?
_ Following the directives issued by a competent military authority?

_ Following the laws and rules of engagement in a war specified by the Geneva
Convention?

30. What does it mean for an autonomous robot to behave ethically during a
conflict “war™”?2

, Following the directives issued by a competent military authority?

o Following the laws and rules of engagement in a war specified by the Geneva
Convention?

, Following the code of conduct which specifically details how one is to behave in the
military?

Figure3. 23 Behaviour Ethical During a Conf |

The questioa differ only by the entities in question, one as having more autonomy as shown above
(question 30) than the other as in the case of (question 29) seenaimbygeestion (30) as having an
additional choice. Both questions (29 and 30) presented had aftd328 respondents belonging to

various types of age group. These two questions were generated to try to understand the various views
from different types of groups from different age groups.

I f and when the same protocols 6Geneva Conventio
if it would be viewed dissimilar, as no specific standard policy or international treaty exists yet which

such multifaceted machines have to abide forsi@wvn on figure8.24 most of all the community

group types accept that behavi ng fellowingtalbwsy dur i n
and rules of engagement in a war specified by the Geneva ConéelRttbowing the directives

issued by @ompetent military authority was the least acknowledged by all the participants from the

different age types.
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Figure3. 24 Behaviour Ethical During a Confl

The next question shown on figuB25 below creates a dilemma on the hypothesishidadt

standards for robots, which has been suggested by present literature connected to the problem domain

that somehow robots should be treated ethically different. The results below indicates that they should

be treated the sama&nd with better as wedls with higher ethical standards than humans if possible.

A total of 323 respondents made their chp@®l age type known when answering the question (32)

below. Participants were given six choices, with the greatest choice (39.6%) being from theédunder 4

years of age, secondly from the under 65 years of age (38.2%) and (32.8%) from the under 20 years of
age. The most unexpectedly was the fact that 12.2% of participants belonging from the under 20 and

under 40 years of age see robots being held accoantabld ro wa | fe v e | et hical stanc
human soldiers are held to.

If robots could be equipped with ethical rules and allowed to make life or death
decisions,. then to what moral standards should they be held accountable.
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Figure 3.25 Moral Standards for Robots.
3.7 Ethical and Legal Responsibility

This section has four questions, one set of two questions and two distinct questions. Thecset of t
guestions are presented on fig@r26 which have been designed each, with one level of self
sufficiency. These generic questions are intended to determine the issue of legal responsibility which
still a very controversial issue. As of to date therstexmo international treaty which solves the issue

of legal responsibility for unethical behaviour and fatal behaviour as a result of system error or failure
specific to AMR(See appendix J.3 and J.4 for additional analysis)
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- I gener=l i mMmote controlled robot beg £ F Z=
takimng a human life which of thhe following should be responsible:
—r Mihitaary Robot

w Military Robot Developer

e Software Engineer Military Rob ot Electro-rmechanic
—w Pohticians
e Military Thief High Ranking

| 34 In general if an autonomous military robot begins to malfunction to the extent of
taking & human life, which of the following should be responsible:

o MMilitary Robot

o Military Robot Developer

o Software Engineer Military Robot Electro-rmechanic
_ Politicians

o MMilitary Chief High Ranking

Figure 3.26 Ethical and Legal responsibility.

These two questions (33 and 34) had a total of 321 partakers made of female and males. The major
contrast between these two questions lies on the fact, that one entity is remote cpatbitbd

other is an autonomous military rob@he answer choices vary from military robot, military robot
developer, politicians, military chief high ranking and software engineer/military robot electro
mechanicAs shown on figure .28 below, 42.6% (43) out of 100% (101) of females considered
military chief high ranking as the most responsible when such Al objects begins to malfunctioning to
the extent of taking a human life. And with 31.8% (70) out of 100% (220) males stating the most
responsible when such Al objects begins to malfunctioning textemt of taking a human life as

being military robot developer. However, a great proportion of males also considered military chief
high ranking as being the most responsible for such system failures.

426 2 (43)

31.8 %= (70D

178 = (1E) T

9.5 = (21) 13.6 = (300

4.0 T (4

T
Miilitsry FRobot Devalopar

Military Robot Sofowar
Robot

Figure 3.27 Ethical and Legal responsibility.

This next question examines the benefits of implemending deploying the technology in question

or substituting it as the alternative military soldier for lethal purposes. The answer choices were based
on t heScéldTiykperot fi ve poiwntfg oams AsShawmghdegl Agree to
Know choice which has not been considered but shown for actual clarity.

36. To what extent do you agree or disagree that the development and deployment
of military autonNnomous robots will prowvide the following benefits:
MNeither Mo
Agreae, Agree/MNMor Disagree, E?trongly opinion'/Don’™t
2 isagree,
Disagree, Fnoww

Stronghy
Agree,

Sawe human lives

(soldiers/Civilians) —

Eradicate friendly

fire accidents =

Reduce the

imhuman treatrment

of enermy —

combatant

Reduce the
inhuman treatment
of civilians in
warfare

Figure 3.28 Benefits of Using Robots as the Alternative Military Soldier.
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All the respondents participated on this research respdodbid question which resulted in a total of

328 partakers. All the respondents had three choices to choose from as shown above 288jgure

and3.29 below which shows dlhe results in more detaiyi t h t he most popul ar cho
humanlve s (sol di er s and thémain argumemts Hheilg used to iadvangeshe one o f
implementation and deployment of such killer machines. Out of 100% of all the participants 41.4% of
them agree with the supposinainonr iivlelsu gtsrod tda ce rpsr eawni
With28. 1% of respondents disagreeing with the idea

accidentso, 24.4% of members of all the communi t|
treatment of enemy combatd, and finally 23.5% Neither Agree/Nor Disagree, with the fact that
military robots mayiRe duce t he i nhuman treatment of civilian

Aal.a s (1385

T (S
e (85)
2a.4 % (7
21.3 % (69) =T oy
18.8 % (612

18.2 % (59) 1= Eg.\ — Strongly Disagree.
_——'——_/_'___——__ .3 —— o cpiniens Tt Ko

1478 T (47

129 %2 (42D 9.8 T2 (21)
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10.7 % (352
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Firm mocidents

Figure 3.29 Benefits of Using Robots as the Alternative Military Soldier.

Finally, the last question of this research explores the various situations which may be ethically

acceptable to use or deploy robots. All the respondents were given four choices as shown on figure

3.29. The c hoilchespitals, asmpdicdllvofs todetp pérform complex operations

such likeheart operations in the operajitheatr® ,In efderly care homes, as robot caregivers caring
fortheelderlp ,I ni t he mi |l i tary @badtt |aethdimidiardasaspgandd r ob ot
survellance tool aiding the gathering of informatén For this specific quest:
330 participantt he | east popul ar Inedalgare oméseas rehottcaremiverso n  wa ¢
caring fortheeldery whi ch gat h enrsesdrhe3mos d6ceptdble cheice with 48.8% of
responses Irchospitle as madical rofiots to help perform complex operations such like

heart operations in the opergjitheatré# and wi th more than half of thi:
filn the military as a spy and surveillance tool aiding the gathering of informatioas bei ng accep
to use or deploy robots of this nature.

Im yvyvour opinion in which of the following situations is it ethically acceptable to use

robotics?
\43,3 ¥ (1813

2.1 22 (119

4.8 % (16)

3.3 (11D
O 2z T T T
In hospitals, as medical robots to In elderly care homes. In the militar, ~battlefield In th
help perform comples sperations such == robot caregivers == = robot soldiers

. caring for the elderiy
like heart operations ir the operation theatre Sath

T
military as a spy and
ance tocl aiding the
ng of information

Figure 3.31 Acceptable Ethical Situations To Deploy Robots.
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Furthermore, participants were asked to make knamy concerns they may have, not analysed in
this researcin regards with the use or deployment of robots for military purd@se appendix D.3
for additional onevay Anova analysis)T'he main concerns listed are:

1) Appropriate legal mechanisms to makéots accountable for their legal and ethical
responsibility is a must;
2) Ensuring that robots have the capability to undertake the directives given in the first instance;
3) Some argue that the greater the autonomy of robots the greater the risks, whidlhhrane:
to legally address it;
4) Robots should not have any kind of rights, due to the fact that they are not sentient, capable of
engaging with a specific dilemma psychologically and emotionally;
5) The idea of having robots fighting human soldiers is unathunfair and unjustifiable;
6) Ethics will be very complex to convey to robots.

3.8 Demographics Distribution

The community distribution demographically was dispersed as follows:

1 Gender: female 31.4% and male 68.6%;

1 Age: under 20 years of age 19%, @ndlO years of age 64.1%, and under 665 years of age
16.9%;

1 Background: 84.5% were born in Europe and 15.4 in other countries of the world;

1 Education Level: 34.0% have completed a postgraduate education, 36.4% are working

towards a postgraduate degréed . 5% have compl eted their bache
still working towards a bachel ords degr ee;
1 Knowledge of the various technologyThe following represents the percentage of
respondents with some or considerable knowledge with, robots 57.5%, ifTteiBt,
computer programming 48.9%, electreechanics 31.5%, software engineering 38.6%, and
computers 69.6%;
9 Attitude in regards to the technology and innovative advancement of i28.1% expressed
a very positive attitude, 57.4 positive and 8.5% negativel

6.9 Summary
The scientific and comparative analysis of this study is concluded as follows:

1 The behaviour of autonomous robots will be implemented computationally with ethical
algorithms capable of conveying it to abide by the ethical standardsgwsddby humans
within a war zone. This is supported by 70.2% of all the participants who together with the
supposition especially in the case of computer prograness t hat AMRGO6s can be i
according to the ethics required.

1 Deploying autonomousobots with lethal capability where civilians may be endangered is
unacceptable to almost all the participants. On the contrary it could be acceptable where
civilians are known to not be present or as in the case of using it as a surveillance tool aiding
the gathering of intelligent data.

1 Autonomous robots are most acceptable by all the community types to be used in roles where
lethal applicability is most necessaBuch as information gatheringnd reconnaissance
units, ground surveillance, fire brigad® as a prison guard. And should not be employed for
roles where | ethal applicability may be unavc
endangered.
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1 The more appropriateand specific the use of ethical rules were, the more considered it was
ard applicable to autonomous robatslitary robots as well as soldiers, with laws and rules
of engagement specified by the Geneva Conventéith higher level of ethical standards
being the main and only applicable ethical factors.

1 Eradicating friendlyife accidents and saving soldiers as well as civilians lives overshadowed
the most to all participants in regards to the soldier. Development of AMR and the
deployment of it to engage an enemy combatant were also viewed as a benefit rather than an
ethicalconcern, as in the case of the level of autonomy.

T The more autonomy is incorporated to AMROS, v
the less acceptable it becomes to all the participants. The greater the presence of humans in
the loop of such decision making control entity in a warzotiee greater the acceptability to
all participants it becomes.

1 Taking the life of a human combatant by an AMR in a warzone is 41.5% acceptable to all the
participants, who (agreed or strongly agreed) with @tismal. However, when analysed
comparatively with other community types or variabtegh as gender type; taking the life of
a human combatant regardlegshe situation or environmentas strongly viewed by 32.0%
of females as unacceptabéad 35.6%acceptable to males, which included most of the other
community typesSuch asational defence organisations, armed forces and security services,
roboticists, policy makers, and the public who were all males.

1 When viewing the proposition of responsilyilfor any lethal atrocity caused due to
malfunctioning 39.6% of females with no military experience, attributed most of the
culpability to military chief high ranking in contrast with 30.1% of males w86 happened
to have some military experience, whattributed the responsibility to military robot
developers.

T The most acceptable environment to depl oy AMF
foreign country, with the least acceptable being a war on home country.

1 The majority of participants viesd the levels of autonomy for an autonomous robot, to the
degree of it refusing an order unethical and unacceptable, thus stating that it is imperative for
an autonomous robot to conduct or engage in an activity which is ethically acceptable.

9 The most aceptable lethal hardware which a robot should be equipped with was a machine
gun (females 91.4% and 95.1% males) with the least acceptable being nuclear weapons.

4 Requirements and System Development
4.1 Introduction

This section will give a review atme researclof theimplementation of various data warehouse

(DW) models, design approaches and the main elements contributing to the implementation of the
superlative DW. Once related work research has been reviengdritically evaluated with the aim

of understandinghe best methodology to aid on how to desthe ideal survey dimensional

database schema in sectibf.1, the database requirements specifications will be critically analysed
in sectiond.2. As part of identifying critically the bestethodology to aid the successful
implementation of the survey dimensional schema, efforts will be made to emphasise the vitality for
small and large enterprise organisations the necessity to incorporate or deploy independent DW
Ai ntel |l i ge naxistisgypgetatngsysiemsy havifig these systems running in parallel. In
section4.3 the main functional and ndrunctional requirements will be outlined followed by the
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critical analysis of the differing software project methodologies in sedtihrandfinally a summary
on the understanding gained through this examination will be elaborated in detianwell as its
composition with the current project.

4.1.1 Instructions on the Creation of the Survey Dimensional Model

One of the imperative valuéisat make data warehouse systems vital for an organisation is the
capability to aid in the decision making process phase, and enabling the analysis of thaesstatus

well as development of an organisation Golfarelli, M (2010). The classification of Sysiiémm an
enterprise institution has a great harmony between various academics, in that there are two types of
systems; operational systems which allow the implementation, deployment of additional systems,
and are responsible for multiple daily operasion And i nf or mati on systems
purpose is to store, retrieve and manage huge quantity of data which is reused for various
transactions or purposes (e.g. translate data into information, information into facts and store it).
This classificatio of systems is controversial among many scholars specifically Zureck et al (1999),
who challenged it by declaring that this distinction is mislegdirgause it is not easily

differentiated, and is sometimes distorted. For example; intelligent systénfisroration systems

are sometimes used for other transactions which have not been implemented for it, but is capable of
conducting it. Zureck et al (1999) notes that data warehouses are not orthogonal as the literature
implies.

One of the major contreshighlighted by Matei et al (2007) is the differentiation between data

warehouse systems and database schemas. In their paper a (database versus data warehouses), they

eloquently contend that the key vitalities for organisations, is to implement dathouaes systems
responsible for the solely operations of analytical transactions. In addition, they also note the main
factors which classifies a data warehouse as the most eff@mehtinique intelligent system due to

t he fact t hat ;suchasuddtasMarehouses arableshe gansfonrmtion of data into
information, information into knowledge and knowledge into an effective decision making process
which triggers an actionodo Matei et al (2007).

Matei et al (2007) also presents the main difiees between data warehouses and operational
databases which stems from functional perspectives, as well as requirements, design, historical
outlook due to the status which is shown by the data, optimisation and sebuetio the

economic importance ahe data, categories of users are largely different, integrity of information is
seen differently, concurrent access data isvamant, data backup and recovevatei et al (2007).

In relation to efficiencyand performance Matei et al (2007) vaguebki®at this dimension, which

is a very important issue which presents serious consequences for data warehouse systems. This
issue has been broadcasted by various schilbrs assert that the problem of optimisation to

increase performance, which thenlgadt o an ef ficient Otransaction

poor designed SQL statements, which affects both, businesses intelligent systems (DW) and
database systems. The existing literature is

C

mo

downaml bottom upo approaches. These paradigms ar e

down paradigm and bottom up paradigm by Kimbal et al (1998). | a nutshell these two paradigms
have a huge discrepancy on its vitality of engineeaimgjits principal rdionale in relation to DW
systems. On the subject of discrepancies; Inmon classifies and see a data warehouse as noted by
Inmon (1996):

T data attri butes modelled in some Feal wor |l
oriented?®6;

i data stored in databasteacked and recorded so that changes over time can be shown as
Ot kvnaer i ant 0

=a =4
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On the other side of the spectrum, Kimbal a | (1998) views a data ware

event triggered by the change or communication of differing objects by a transaction, precisely
designed for SQL analysis. This classification in design analysis translates into an efficient
normalisednodel such as the third normalised form presented by Inmon, and analysing the design

of data warehouses with the denormalised multidimensional form which Kimbal presents and
supports. Between the two approaches there is a technical contrast, whiclyisdtigkable;

l nmonb6és met ho dlar§eemgeyprise organisatoasalybiaally, as well as technically

and is very complex specifically when the implementation phase is supposed to be conducted for the
creation of a scalable data warehouse as shown in #iglirdhis limitation is supported &ap

(2008) and Zhao, J (2007), they argue that this methogdddgappropriate, time consuming and

cost ineffective due to the complexities that it has.

Data
Wwarehouse

Figure 4.1. Inmon's Data Warehouse Design Methodology Mailvaganam,Hari (2007)

The great contrast between the | proachexteamndtesKki mb a |
the | imitations which I nmonbés approach has. By
and complimenting it by implementing with a di

no dependencies, and are used at theptime of the implementation life cycle. Nonetheless, despite

of Kimbal 6s approach being simplistic it also
the (ETL) extract, transform and load process intricacies, which are a component of thecdialensi

as well as multidimensional model. The process of manipulating data such as extrapolating external
data, changing data to accommodate specific functionalities, creates a resource constraint by
increasing its consumption as shown on figligEbelow, Mailvaganam,Hari (2007)

D aatan

VWV SISO UsTs
D ata
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Further, critical analysis exists within the existing literature by Pardillo et al (2010), where one

C

me

h

stresses that in spite of the two proficient approaches by Inmon and Kimkialt hes e met hodol
not consider the development of the data wareholt
present | iterature criticises the way or proces

The criticism stems from #hlack of a fundamental data repository, which the (enterprise

met hodol ogy from I nmon is able to provide). And

design approach are; implemented with inconsistent single silos of data files within the dsta mar
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access layer, of the data warehouse (DW) architecture. This drawback is supp@tiad,hy
(2007), who argues that this method, the bottom up approach, does not guarantee the elimination of
the integrity and consistency problem when implementindwaitreal world problem.

The present literature also presents a wide uproar when devising the implementation of independent
data mart access layer for different or unique functionalities. Van den Hoven, J (1998) illustrates that
data mart access layersppides various unique characteristics, with universal decision making
processeswith less complexities as in the case of the enterprise data warehouse model. Feki et al
(2010), argues that developing data marts as an alternative to data warehousiedsiem agfproach

due to the fact that the time constraint is reduced and the cost factors are kept to a minimum. This
argument is also supported by S, Nagabhushana (2004) on his (data warehouse OLAP and data
mining book). Nonetheless, in addition to therenoonventional methodologies which are usually

used, the existing literature also has a void, which has been capitalised by the creation of
methodologies that provides thorough multitude of rigor. In the case of Malinowski (2009) who
presents an approaehich applies spatial data in multidimensional conceptual models which

enables the representation and management of spatial data in data warehouse systems. Notably, this
approach is known for not being adequate to support analytical systspensible fodecision

making processes Malinowski (2009). Conversely, the published literature makes it explicit clear that
as of to date, there exists no conventional standard for the development of data warehouse systems.
This is acknowledged by Malinowski (2009ho notes that currently there is no framework that is

able to guide developers through various phase of the DW design process.

Additional disagreement is also seen within the literature concerning the imperative factors that
should be measured, and evaluated when deciding on which methodology to choose for the
implementation of DW. For instance, Sinha et al (2005) states thiatyhmain factors when
considering a design methodology is the change management, which does not exist within many
design methodologies such as (CGEY, and Corporate IS methodologies). But Dinter et al (1998)
vehemently argues that instead of evaluating thoalogy from a change management perspective,
which is responsible for the datnd metadata quality management, one should concentrate on the
conceptual model of the design methodology of interoperability, and reusability of the DW
dimensional model.

There exists extensive prior work within the literature, which provides the adequate instructions on
how to develop the dimensional, multidimensional model from a normalised and denormalised
perspective. But it is true to stress that an extensive differgingpinion on how to build such

models also exists within this extensive literature. A relational database which has been designed
from a dimensional model perspective is usually known as the star model or snowflake model. From
this narrative, there atbose who advocate that the building of such models should be based from a
thorough denormalised process of user gathered data.

And those who advocate that it should be based from a business model perspective such as the
business processes which are megito be computerisethmon, B (2000pbserved opinioris that
whil e the star model is able to accommodate wuser
cater for all users of an organisation. This stems from the fact that the star modidespthe

accessibility of data for one group of users at the expense of all other users Inmon, B (2000). The
reason being is for the simple fact that gathered requirements for different users are usually
accordingly to ones businesses process, whiclkesarhis is the main actuality why various

academic, as well as some commercial vendors of database technology such as Oracle, Microsoft,
and IBM support the mandatory requirements of building dimensional models (database, DW);
through the normalisation alyses proces®racle (2007) and IBM (2007). So that clear sight of the
gathered requirements, are well understood prior to the process of denormalisation takirig place.
regards to the performance of such systems, there is a profound misgtvicly isdue to the

handling of increased historical data, huge quantity of data which these systems have to process. The
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excess of this historical data is within the margins of a few terabytes of data. This is the imperative
factor, why commercial database verglors uc h as t h andacedemiss like [Sanders@état e d
al (2001), Bock et al (1996) stress the need of adhering to the full normalisation and denormalisation
process. They equivocate that this process helps achieve the data godlfigrformancesquired

by these systems. The benefits of such systems, once the full normalisation and denormalisation
process has been undertaken are great performance due to the creation of smaller dimensional tables,
smaller fact tables, and relational tables. Initaid it results in the creation of clustered indexes for

every table, which enables the optimisation of the transaction query, and reduces the insertion of
incorrect data through modification.

Even so, there are few facets, which have been noted &mtiafj the successful implementation of

DW systems. Some of these many facets are shown by Adelman (2007), where Adelman points that
in most projects many functioneapabilities are not implemented, due to the overlooking of the
delivery of data, and datpiality. Adelman (2007) reasons with the fact that unacceptable
performance is one of the main subjects affecting the successful implementation of DW systems.
Moreover, the literature also vaguely argues the need for greater management support, which
soméaimes hinders the successful implementation of DW systems.

4.2 Introduction to Requirements Specification

The development of software projects through a requirements specification is an essential
fundamental prerequisite. This process enablegl#mification of essentiaMalinowski 2009)
componentsand eradicates any software defects which may be difficult to detect at a late stage in the
development phase. Designing software systems basade@lhstructured and high quality

requirements spdication is essential, because it alleviatesd mitigates any product defects. By
ensuring that developers understand the functionalities needed to be implemented through the
requirements specification, limitatiorend what the final product should.#d this also provides

the client with a clear view of the feasibility of the project in relation to the final product as envisaged
by the requirements specification. For example; if the requirements specification has been designed
to cater for testinghe product subsequently verificatidallowed by validation can be auctioned at

this stage of the project as outlined on the requirements specification.

The essentiality of testing, verification, and validation is measured through the system redqsiremen
such as evaluating the system memory allocation which is dependent on different factors which are
untestable. Whereas in the case of other factors, such as the capacity of the random access memory,
which the product must make use of it can be validdtexligh the testing process. Developing a
software project with a requirement specification which fulfils the testing process enables the
visualisation of the product from a perspective of whether the right product is being developed, and
whether it meetthe requirements specification. The following standd#e&E Std 8301998 was

chosen for the creation of the project requirements specificdtiothe only and main reasdhhas

been recognised officialjyand provides the appropriate practical stadslavhich one should abide to
produce a feasible requirements specification, which is advocated by the (IEEE)Std 830

(1998)

4.2.1 Survey Requirements Gathering
The gathering of the requirement ofwaobodlsl ¢ otr e
which was conducte@dnd presented on sectithree Through the analysis of the data carried out,

one was able to evaluate the data collected which has a feasible implementation for a dimensional
database schema.
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4.3 Survey Main Functional and Non-Functional Requirements

Reguirements

Survey General Reguirements Description

The Survey system will be built by using J2EE technology (Serviet. Beans.

WVwWeb pages and Applets).

The system deployable executable will be incorporated into a WAR file
format.

The database schema chosen for the project will be based om IZWlicrosoft
SQL. Server 2008forthe storage ofthe data collected.

The system will have exception handling procedures to make ensure that
any glitch will not cause the system to exit abrupitly.

The system will provide users with am interface to view and guery the
database as well as generating reports.

The system will provide additional features within the web interface to
enable users to create reports.

The system will be configured to be deployed on “Apache Tomcat Server’,
which will allow the running of the survey system prototype.

The look and style of the survey web user interface will be consistent,
making use of CSS style-sheets to give a presentable look and meet the
standards reguired for a web based system.

by

4.4 Survey Project Methodology

Various software process models exist to facilitate the management of a software project. Critical

analysis of three popular used models will be conducted which will iaghi selection of the
most adequate process model for this software project.

4.4.1 The Waterfall Model

Suitability Analysis

Growth Envelope

Understanding of
Requirements

Robustness

Architecture
Understanding

Comments

Waterfall

Very Large:

Model is highly scalable
due toits enforced
discipline through
documents. It easily
provides sufficient
scalability for the survey
projects system.

High:

Linear nature leaves little
or no possibility to elarify
vague requirements; errors
made during requirements
specification will be
propagated to all
subsequent stages.

High:

The requirements are
fixed and documented
very eatly on, resulting
in a more robust
product. And this is the
case of the survey
project system
requirements, this is
likely to be suitable.

High:

A prerequisite for use of this
modelisa large
understanding of the
intended architecture to be
developed. Given that survey
project systemis a smaller
project. It may be possibly
suitable for thebackend
components (database and
middleware).

‘While the highly structured
nature of this model may make
it easier to follow (given that
the requirements have already
been gathered this model is the
most appropriate for a small
project like this one. The
requirements for the survey
project system interface, is
cohesively known.

This model is suitable for the
interface front-end because it
ensures that scalability is
preserved to ensure the
accessibility of it by multiple
clients.

Camutari et al (2008), Management Of IT projects: EasyBuys Project, Sheffield Hallam University
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Figure 4.3 Modified Schematic Illustration of the Waterfall Model
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4.4.2: The Spiral Model

Suitability Analysis Comments
Growth Envelope Understanding of Robustness Architecture

Requirements Understanding
Medium - Large: Low: Medium: Low: This model has higher complexity
If combined with throwaway | Iterative approachwith Changing Used when architecture is and is harder to follow, however
prototyping, can produce multiple prototypestages, | requirementsmay | unclear hence risks are high. | the iterative nature and emphasis
highly scalable systems and allowing clarification of adversely impact Risks are further reduced makes it suitable for the survey
reduce the scalability. Theuse | vague requirements. robustness, with subsequent iterations as | project system. The scalability is
of evolutionary development | Iterative nature allows howeverif understanding grows. Since | sufficientfor the projectif
reduces scalability. improvement to be made in | requirements are the Survey database schema | throwaway ratherthan

stages with validationand | unclearfromthe does not require a high evolutionary developmentis used.
verification used to start theremaybe | degree of architecture
determine if further little alternative. understanding is desirable.
iterations are needed.
Camutari et al (2008), Management OfIT projects: EasvBuys Project, Sheffield Hallam University

bjectives
Constraints

Objectives
Constraints

. Operationa
R““l . Throwaway
Analysis aw

Objectives N Prototyping

Throwaway
Constraints Prototyping 3
Alternatives

Option:

Throwaway
Prototyping 2

Alternatives

Options

Commitment]

Review Fodus Groups

Lifecycle plan

Software
requirements

Detailed Design

Software
Product
design

Requirements
Validation

Development

Plan

Unit test

Plan Integration
and test

Design validation
and verificatfion

Integration
and test

Acceptance test

Staff training

Plan next phase

Engineering

Figure 4.4: The Spiral Process ModeCamutari et al (2008).

4.4.3 Evolutionary Development

Model Suitability Analysis Comments
Growth Envelope | Understanding of | Robustness | Architecture
Requirements Understanding
Evolutionary Limited: Responds favourably with | Low: Low: An exploratory based evolutionary
* | Poor requirements change and can quickly | The survey system | Does not require high level | prototypeis not suited for systems that
DEVElOmel][ understanding will likely | provide an initial version | will needtobe of understanding. The need | require robust emor-free operation. In this
(exploratory lead to the design changing | of the system. User highly robust with | for robustness in all areas of | model, tvpically an eatly prototvpeis put
development) multiple times during feedbackis incorporated | minimal downtime. | the project mean this is touse as soon as possible, however this is
development. This will at each stage allowing Continual change unsuited for the Survey impractical for the survey project system
significantly impact the vague requirements tobe | may comupt the svstem project. for reasons of reliability and security.
ability to deliver a scalable | clanified. system. Therefore this model is unsuitable for the
solution. survey svstenm.
Camutariet al (2008), Management OfIT projects: EasyBuys Project, Sheffield Hallam University
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Figure 4.5: Evolutionary Development (exploratory development),Van Vliet, Hans (2004).

4.4.4 Survey Selected Methodology

It was decided based on the suitability analysis ofileee models presented, that the waterfall
model is the most suitable process model for the survey project system, because the requirements
for the logic layer is relatively standard. Additionally, it will ensure that system scalability, to the
degree of hndling concurrent clients, and interoperability will be effectively coupled as well as
robustness. The spiral model has a major disadvantage; it is very complex to follow iteratively
And it is iteratively driven by identification of suisks, and formudting a solution for the

identified subrisks which may be equated to a higher risk, rather than managing it by detailed
documentation. And given that the survey project system architecture is not yet clear. It is
inappropriate for this projecthis corrdooration is supported by Van Vliet, hans (2004). The
evolutionary process model as illustrated by the suitability analyses is impractical for this survey
project systendue to the reliability and security thfe data required by the system. There are also
major difficulties, which Van Vliet, hans (2004) has presented, such as syséetngmore

features than required, due to the changing of design; performance of the systenoiagdes
guality, and hard to maintain Van Vliet, hans (2004). One ofrth@r complexity of the waterfall
model is its reliance on fixeédind documented requirementsich is usually decoupled by the

use of a practical IEEE standard guide, such aditeE Std 8301998 which has been adopted

for this project.

4.5 Summary

Based on the literature reviewed on section 7.1, as well as the disagreement on the different
approaches taken by various scholars when implementing software projects, it is clear that the lack
of a conventional standard approach is problematic. Due to this lack of appropriate methodology, an
adequate approach will be used.

MSc Computing Project 4 month Forward Plan 2011

Humber Task Name Sub Task May Jun Jun Jun Jun Jul Jul Jul Jul Jul Aug Aug Aug Aug Aug Sep Sep
29 5 12 19 26 3 10 17 24 N 7 14 Pyl 28 31 1 8

Use Case Documen tation
Hon-Functional Requirements

2 Design
Documentation
Physical Database Entity
Interface design
Package Design
Class Design

3 Implementation

Coding
Build

Integration Testing

6 Documentation and
Submission Write Supporting Documentation

4 Testing ——

Figure 4.6: Survey Project Plan
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5 Design and Analyses
5.1 Database schema design

Through the reviewed literature thexee two broad frameworks which have been viewlesl
nor mal i sati on f r ame yaodrthe dimensiofahnwodelling @appioaeh. n o r ma |

On this section a selection of the most appropriate approach will be made through a critical
evaluation of the twapproachesvhich will result on the selection of the most suitable framework.
An analysis of the entire application architecture will also be carried out. The implementation of the
overall system will be engineeragsing the three tier architecturghis model will based on the
following framework; presentation logic layer, business logic layer, and the data logic layer.

5.1.1 Normalised Schema

Normalisation is a process which enables the certification of whether the relational schema
satisfieshe normal form or a certain normal form Elmasri et al (2007). Designing a (DW or
database) through this process ensures that:

1 Data being used is organised into a set of related tables (entities).

1 Remove data redundancy and duplication.

1 Minimises the storagspace.

1 Removes integrity problems.

Based on the classification of Inman (1996) in regards to data warehspesafically to the
storingof static data in a welhtegrated manner; it is the conclusion of the analysis of this
researchand literatureeview that data volatility, should be within the scope of any DW
implementation requirements specification. Having data volatility, within the implementation
boundaries of any system, will require that robustness is not compromised.

Toenvisagethiscenari o one may | ook at the data table
data collected, specifically the results from the respondents is one of the main requirements. In an
unrnor mali sed form design t he s utibuteryayl®enswer s t ab

implemented as one complete table. With the default_ans_flag_id as a primary key and
default_ans_flag as an additional attributetamas1 on the table below figurels

— | Respondents_Answers v
respondents_answer_id LONG
question_id LONG
answer_text VARCHAR(45)
order VARCHAR(45)
default_ans_flag VARCHAR(45)

PRTMARY

Figure 5.1: Un-normalised (UN) Answers flag table

Simplistic as itmay seem, the consistency of data may not be safeguarded. The protection of data
consistency is maintained by the business logic layer in the middle of the application between the
presentation logic layer and data logic layer. The solution to this prataerhe mitigated

through, the use of the normalisation process, which would result in an additional table. This
would ensure the inteity of data as shown on figureZzbelow.
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| Respondents_Answers v
respondents_answer_id INT
question_id INT
answer_text VARCHAR(45)
default_ans_flag_id INT
7777777777777777 ez o asnwer_order_id INT 41 g g .

# Respondents_aAnswers_flag_default_ans_flag_id INT

v
PRIMARY
fk_Respondents_Answers_Asnwer_Orderl

|
|
|
|
|
|
fk_Respondents_Answers Respondents_Answers_flagl :
|
|
+

"] Respondents_Answers_flag v
default_ans_flag_id INT
default_ans_flag VARCHAR(45)

order_id INT
order_status VARCHAR(45)

| FRIMARY
PRIMARY

Figure 5.2: Fully Normalised Answers Table.
5.1.2 Denormalised Schema

Normalisation is a process which enables the creation of a logical design (DW, and Database). But
the literature also provides a coherent argument, where one notes that normalisation does not
ensure the optimum efficiency, when processing data. This#@ibe normalisation only ensures

the understanding, and representation of the attributes that have to be incorporated in the actual
logical designThis is one of the proficiencies that this process provides. In order to ensure that
system performance, agll as the efficiency of data, in most cases refinement of the logical

design database is required. This is due to the facthtadenormalisation approach ensures the
increase of performance. Theutration presented on sectiod 3, in relation tahe survey
Answer s falthaugh thegrbodess 6f normalisation in this case guarantees that data
integrity is maintained. The addition of extra tables may hinder the data query performance, due to
the additional attributes from the extra tableB)gdetween tables and the maintainability of

foreign keys.

However, in this case of the survey system the storage of data will be minimum, which will result
in nonperformance issues. For instance, in DW systems this problem may result in serious
conseqgances which may incur large costs. There are other methodologies, which can be used to
mitigate the issue of performance in such systems, which has been elaborated by many scholars
such as Connolly et al (2003). For example; if one lookiseaptevious aalogy in section 5.1by
engineering the relational algebra methodology into this facet problem, together with the query
analysis approach presented by Connolly et al (2003), one is able to differentiatarthksedr
schema shown in figure B1.

"] Respondents_Answers v
respondents_answer_id INT
question_id INT
answer_text VARCHAR(45)

| Respondents_Answers_flag v
default_ans_flag_id INT

answer_order_status VARCHAR(45) A T A AT #{ default_ans_flag VARCHAR(45)
default_ans_flag_id INT v
» Respondents_Answers_flag_default_ans_flag_id INT [PRIMARY

>

Figure 5.3: Partly De-normalised Answers Table.
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Figure 54 shows the structured qudanguage statement, for figure85retrieving the questions
unique identifier, answer text as well as the default flag for all the answers which
6raf.defauset ame_o6Yagd. i s

Select ra.question_id,
ra.answer_ text,
raf.default_ans_flag
From Respondents_answerra,
Resnpondents__Answers_flagraf
Where ra.default_ans_ flag id = raf.default_ans_flag_id
And raf.default_ans_ flag = "Yes’

Figure 5.4: Structured Query Language Statement for figure 8.3.

Figure 55 shows the structured qudanguage statement, for figure25retrieving the questions
unique identifier, answer text, default flag for all the answers as wideagatus of the questions
order (Ascending or descending) for all the ques

Select ra.guestiocmn__idl,
ra-_amnswwer_ texit,
raf.default__ans_ flag.
ac.order__status
From Respondents__answvwer ra.
Resnpondents_ answwers_ Tlag raf.,
Aunswveer O rder ao
Wi e re ra.default__ans_ flag id = raf.default_ans_ flag_ id
Somcd ra.orderr__id = aoc.order__id
Ao raf.default_ans_ flag = “Yes”

Figure 5.5: Structured Query Language for Figure 52

In addition, to the SQL statements shown above the relational algpellel, which is based on the
relational logic design of the schema, for these two SQL statements are also presented below.

TTra.question_id, ra.answvwer_text, raf.defaulst_ans_ flag, ac.order_status

=1 ra.default_ans__flag__id = raf.default_ans__flag__id

o raf.default_ans_ flag = “vYes”

Figure 5.6: Relational algebra model, for the partly denormalised logical design.
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I
Tl re-cauestion_id, ra.ansuvwer text, raf.defaulst_ans_ flag, ac_order__status

l

= ra.order_id = ac_.order__id

ra.guestiom__id, ra.amswwer_ te s,
raf.defaulst__ans_ flag, ac.order__status

1 ra.default_ans__flag__id — raf.default_ans_flag__id

T raf.default_amns_ flag = “ves”

Figure 5.7: Relational algebra model, for thefully normalised logical design.

The discrepancy between the two SQL statements for the respective logical design is obvious. As
one b able to note, that on figure6ithere is an additional table which has resulted in an additional
relational join, sdhat data retrieved is accurate with no missing detail. This technicality adds an
additional constraint on the time retrieving process of the actual data being queried.

5.1.3 Dimensional Methodology

The dimensional model approach which was proposed by Kimbal, is the methodology which will
be considered, and which the literature advocates for using when implementing omdesigni
databases and data warehosyggtems. The main benefits of using the disi@mal approach, is

that it enables users to comprehensively view the system from a very simple and understanding
manner. It also increases the efficiency of the design by maximising the query performance, and
decreases the logical design tables, whichlt®s a smaller logical design database with fewer
complications. This approach is usually knoamthe star model or snowflake shown on the
analogy below.

Postal Aurea Retail Qutlet Employes

Bl Ly _ ODrder Iterm Froduct Crirnemsicm
Dimension (EDSI=TT=

V i

] 1

; o ; Coe e
1

I '

TDegenerace” T T L D AN
Dirmension Cirmension Dirmension

Figure 5.8 Starflake Schema for Order Item Transaction Moody et al (2003)

However, one ofhe disadvantages of the dimensional model is the acigggibdata, which is

accessethrough the use of additional multiple systems that are used as a storage source systems.

5.1.4 Final Schema Design

Based on the literature, and differiagproaches elucidated previously, the normalisation approach

and di mensional approach are the most appropr.i
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based systemb. These approaches are adequate, [
systemwhich is very minuscule in comparison to the enterprise systems, which these approaches
tend to be adopted for depending on the complexity.

To mitigate the issue of data integrity, and performance problems, it was decided to use the
normalisation approach and dimensional approach to eliminate, any of these issues if and when

they appear. A fullynormalisedand implemented logical database dass shown on figure .S,

as well as the 6Star SchsehovendnfiguwerdObelow. survey sy

'dal

survey_questions
Column Name Condensed Type Nullable
¥ survey_guestion_id int No
survey_id int No e
question_number int No
question_texts nvarchar(MAX) Mo
&
survey_questions_choice_likert_type
Column Name Condensed Type Nulable
@ survey_questions_likert_scale_type_id int No
Survey survey_questions_likert_scale_type nvarchar(MAX) Mo
Column Name Condensed Type Hulable survey_question_id int Yes
¢ survey_id int Ho respondent_id int Yes
survey_name nvarchar(MAX) o survey_answer_choice_id int Yes
Survey_descriprion  nvarchar{MAX) No
end_date date No
created_date date No
collector_id int No
SurveyCollector survey_answer_choices
Column Name  Condensed Type  Nulble Colurmn Name Condensed Type Nullable respondents
¥ E::::zz[’:‘ame ::archar(MAX] T::S % sur\rev_answer_cl?oice_id int No Column Mame  Condensed Type  Nulable
o dage iate ves sur\'ev_quest\?m_ld int ‘Yes oo ¢ respondent_id int Mo
- respondents_id int Yes started_date date No
end_date date es survey_question_choice  nvarchar(MAX) Yes completed_date  date No

Figure 5.9 A Fully Implemented Survey Logical Database Design System

SurveyCollector
Dimension

H
survey_guestions H

= = Respondents
Dimension L

Dimension

i
-

Fact Table

survey questions_choice_likert_type

" o survey answer_choices
Dimension = —

Dimension

Figure5. 10 A Fully I mpl emented Survey Syster
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5.2 Application Design
5.2.1 Application Design Architecture

The survey web based system wil/l be i mpl emented
architecturedo. This model will/l be based on the
business logic layer and the data logic fayehich is outlined in figure 0. The presentation logic

layer will be composed of a user interface, web server and web pages which will allow the browsing

of the survey results. The business logic layer will contain the application rules which entail the java
classes, beans and seiglas required.

The data logic layer will be composed of the data access logic, which will allow the creation,
inserting, updating and retrieving of data from the database which will store all the data processed.
The three tier architecture was chosenppposed to the MVC, Pagentric approach, and Page
with-beans for the simple reason that it provides high performance as well as persistent with
implemented objects which have or provide frivolous impact. In addition, one is able to manipulate
the impkementation of such development with utmost flexibility when deplgyng configuring

web based platform such as the one being implemented.

Database Storage ]‘ :”'f'ﬂ[)ataaccess Layer

" ... . Presentationlogiclayer '\

J

User Iterface y .

4 j 3
) V.

S OERNRS N ey |
Web Server S Web Server "ﬂ A / Business Logic Layer
Component - .' 4 } sem = v P j

J . p - =

Web page Components

Figure 5.11illustrates the three tire architecture system.
5.3 Summary

As a requisite of modelling the logitdesign of the databgses well as other components of the

system, the unified modelling language 2.2 structural diagrammatic methodologigsedad his

design which has been modified, and amplified from a previous project, originated from the java
commerce module (COM6880), and from the Manageme
degree at Sheffield Hallam University; has been designed with rationale, that both the normalisation,

as well as the Immon dimensional approach will increase therpehce, and the granularity of data

within the systemBYy optimising the transaction of data, through the querying of data located at

differing dimensions of the system such as fact tabie$ normalised tables. See appendix E through

appendix H for addional documentation related to the design of the system.
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6 Implementation
6.1 Introduction

On this section the details of the survey system prototype will be presented. The additional facets of
the survey system prototype are shown in the appénditich is referred by all the subsections of
this section.

6.2 Database Schema Implementation

The final implemented logical design database schema was desigddchplemented with

Microsoft SQL Server 2008. The data definition language (DDL), which shows the actual SQL
statements are presented in the subsequent sections below. The (DDL), SQL statements shows the
database creation statements, creation tablesrsats, with the appropriate attributes; some of this
attributes have been defined with the appropriate data integrity constraints, which ensure the
enforcement of data referential integrity within the logical design database.

6.2.1 Database Model Creat&tatements

USE[master]GO
CREATE DATABASE[SurveySchemaDN PRIMARY
(NAME = N'Fernando_Data’,
FILENAME = N'cAProgram FiledMicrosoft SQL
ServekMSSQL10_ 50.SQLEXPRESHISSQLDATA\Fernando_Data.mdf' ,
SIZE=5120KB ,
MAXSIZE = UNLIMITED,
FILEGROWTH= 10%)
LOG ON
(NAME = N'Fernando_Log',
FILENAME = N'cAProgram FiledMlicrosoft SQL
ServekMSSQL10_50.SQLEXPRESBISSQLDATA\Fernando_Log.ldf",
SIZE =1024KB ,
MAXSIZE = 2048GB ,
FILEGROWTH= 1024KB )
GO
ALTER DATABASE [SurveySchema$ET COMPATIBILITY_LEVEL = 100
GO
IF (1 = FULLTEXTSERVICEPROPERTY ('IsFullTextInstalled"))
Begin EXEC[SurveySchema].[dbo].[sp_fulltext_database] @action = 'enable’
end
GO
ALTER DATABASE [SurveySchema] SET ANSI_NULL_DEFAULT OREO
ALTER DATABASE [SurveySchema] SET ANSI_NULLS OFFO
ALTER DATABASE [SurveySchema] SET ANSI_PADDING OFFO
ALTER DATABASE [SurveySchema] SET ANSI_WARNINGS OFEO
ALTER DATABASE [SurveySchema] SET ARITHABORT OFEO
ALTER DATABASE [SurveySchema] SET AUTO_CLOSE GBD
ALTER DATABASE [SurveySchema] SET AUTO_CREATE_STATISTICS @ND
ALTER DATABASE [SurveySchema] SET AUTO_SHRINK OFFO
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ALTER DATABASE [SurveySchema] SET AUTO_UPDATE_STATISTICS @ND

ALTER DATABASE [SurveySchema] SET CURSOR_CLOSE_ON_COMMIT GFB
ALTER DATABASE [SurveySchema] SET CURSOR_DEFAULT GLOBALO

ALTER DATABASE [SurveySchema] SET CONCAT_NULL_YIELDS_NULL OFFO
ALTER DATABASE [SurveySchema] SET NUMERIC_ROUNDABORT OFR

ALTER DATABASE [SurveySchema] SET QUOTED _IDENTIFIER O

ALTER DATABASE [SurveySchemasSET RECURSIVE_TRIGGERS OFEO

ALTER DATABASE [SurveySchema] SET ENABLE_BROKERO

ALTER DATABASE [SurveySchema] SET AUTO_UPDATE_STATISTICS_ASYNC OER
ALTER DATABASE [SurveySchema] SET DATE_CORRELATION_OPTIMIZATION OFFO
ALTER DATABASE [SurveySchema] BT TRUSTWORTHY OFF50

ALTER DATABASE [SurveySchema] SET ALLOW_SNAPSHOT_ISOLATION O
ALTER DATABASE [SurveySchema] SET PARAMETERIZATION SIMPLEO

ALTER DATABASE [SurveySchema] SET READ_COMMITTED_SNAPSHOT OER
ALTER DATABASE [SurveySchema] SET HONOR_EBWER_PRIORITY OFF:0O

ALTER DATABASE [SurveySchema] SET READ WRITEO

ALTER DATABASE [SurveySchema] SET RECOVERY SIMPILZED

ALTER DATABASE [SurveySchema] SET MULTI_USERO

ALTER DATABASE [SurveySchema] SET PAGE_VERIFY CHECKSUMO

ALTER DATABASE [SurveySclema] SET DB_CHAINING OFF0

6.2.2 Model Table Create Statements

USE[SurveySchemalsO
[¥****x Qbject: Table [dbo].[SurveyCollector]
SETANSI_NULLS ONGO
SETQUOTED_IDENTIFIER ONGO
CREATE TABLE [dbo].[SurveyCollector](
[collector_id] [int] NOT NULL,
[collector_name] [nvarchar](maXjULL,
[start_date] [dateNULL,
[end_date] [dateNULL,
CONSTRAINT[PK_SurveyCollectorPRIMARY KEY CLUSTERED

(
[collector_id]ASC

)
WITH (PAD_INDEX = OFF,
STATISTICS _NORECOMPUTE = OFF,
IGNORE_DUP_KEY = OFF,
ALLOW_ROW_LOCKS = ON,
ALLOW_PAGE_LOCKS = ON)
ON [PRIMARY]

) ON [PRIMARY]

GO

[¥*****x Qbject: Table [dbo].[respondents]

SETANSI_NULLS ONGO

SETQUOTED_IDENTIFIER ONGO
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CREATE TABLE [dbo].[respondents](
[respondent_id] [intNOT NULL,
[started_date] [daté]OT NULL,
[completed_date] [date]OT NULL,

CONSTRAINT[PK_respondentsfRIMARY KEY CLUSTERED

(

[respondent_idpSC

)

WITH (PAD_INDEX = OFF,
STATISTICS_NORECOMPUTE = OFF,
IGNORE_DUP_KEY = OFF,
ALLOW_ROW_LOCKS =ON,
ALLOW_PAGE_LOCKS = ON)

ON [PRIMARY]

) ON [PRIMARY]
GO
[*****x Qbject: Table [dbo].[Survey] Script Date:
SETANSI_NULLS ONGO
SETQUOTED_IDENTIFIER ONGO
CREATE TABLE [dbo].[Survey](
[survey_id] [intffNOT NULL,
[survey name] [nvarchar](max)OT NULL,
[Survey_descriprion] [nvarchar](max)OT NULL,
[end_date] [dateNOT NULL,
[created_date] [dateJOT NULL,
[collector_id] [int] NOT NULL,
CONSTRAINT[PK_Survey]PRIMARY KEY CLUSTERED
(
[survey_id] ASC
)
WITH (PAD_INDEX = OFF,
STATISTICS _NORECOMPUTE ©FF,
IGNORE_DUP_KEY = OFF,
ALLOW_ROW_LOCKS =ON,
ALLOW_PAGE_LOCKS =ON)
ON [PRIMARY]
) ON [PRIMARY]
GO
[¥****x Qbject: Table [dbo].[survey_questions]
SETANSI_NULLS ONGO
SETQUOTED_IDENTIFIER ONGO
CREATE TABLE[dbo].[survey_questions](
[survey question_id] [int]NOT NULL,
[survey_id] [int]NOT NULL,
[question_number] [intNOT NULL,
[question_texts] [nvarchar](max)OT NULL,
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CONSTRAINT[PK_survey_questionsiRIMARY KEY CLUSTERED

(
[survey_question_idhSC

)
WITH (PAD_INDEX = OFF,
STATISTICS _NORECOMPUTE = OFF,
IGNORE_DUP_KEY = OFF,
ALLOW_ROW_LOCKS = ON,
ALLOW_PAGE_LOCKS = ON)
ON [PRIMARY]
) ON [PRIMARY]
GO
[*****x Qbject: Table [dbo].[survey_questions_choice_likert type]
SETANSI_NULLS ONGO
SETQUOTED_IDENTIFIER ONGO
CREATE TABLE [dbo].[survey_questions_choice_likert_type](
[survey_questions_likert_scale_type_id] [intDT NULL,
[survey_questions_likert scale_type] [nvarchar](max)T NULL,
[survey_question_id] [intNULL,
[respondent_id] [intNULL,
CONSTRAINT[PK _survey_questions_choice_likert_typeRIMARY KEY CLUSTERED
(

[survey_questions_likert_scale_type idjC
)
WITH (PAD_INDEX = OFF,
STATISTICS_NORECOMPUTE = OFF,
IGNORE_DUP_KEY = OFF,
ALLOW_ROW_LOCKS = ON,
ALLOW_PAGE_LOCKS =ON)
ON [PRIMARY]
) ON [PRIMARY]
GO
[¥***%% Qbject: Table [dbo].[survey_answer_choices]
SETANSI_NULLS ONGO
SETQUOTED_IDENTIFIER ONGO
CREATE TABLE [dbo].[survey_answer_choices](
[survey_answer_choice_id] [indOT NULL,
[survey_question_id] [intNULL,
[respondents_id] [intfNULL,
[survey_question_choice] [nvarchar](max)LL,
CONSTRAINT[PK _survey_answer_choiceSRIMARY KEY CLUSTERED
(

[survey answer_choice_id]SC

)
WITH (PAD_INDEX = OFF,
STATISTICS_NORECOMPUTE = OFF,

IGNORE_DUP_KEY = OFF,
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ALLOW_ROW_LOCKS = ON,
ALLOW_PAGE_LOCKS = ON)
ON [PRIMARY]

) ON [PRIMARY]

GO

6.2.3 Model Check Constraints
[*****% Qbject: ForeignKey [FK_Survey_SurveyCollector]

ALTER TABLE [dbo].[Survey] WITH CHECK ADD CONSTRAINT
[FK_Survey_SurveyCollectpi-OREIGN KEY([collector_id])
REFERENCE{dbo].[SurveyCollector] ([collector_id[)>O

ALTER TABLE [dbo].[Survey] CHECK CONSTRAINT [FK_Survey_ SurveyCollectarD

[¥***%% Qbject: ForeignKey [FK_survey answer_choices_respondents]

ALTER TABLE [dbo].[survey_answer_choices)/|TH CHECK ADD CONSTRAINT
[FK_survey_answer_choices_respondeRtSREIGN KEY([respondents_id])
REFERENCE4dbo].[respondents] ([respondent_id}}O

ALTER TABLE [dbo].[survey_answer_choiceSHECK CONSTRAINT

[FK_survey answer_choicesespondentsbO

[x***x Qbject: ForeignKey [FK_survey_answer_choices_survey_questions]
ALTER TABLE [dbo].[survey_answer_choices)/ITH CHECK ADD CONSTRAINT
[FK_survey_answer_choices_survey_questiciisREIGN KEY([survey_question_id])
REFERENCEddbo].[survey_questions] ([survey_question_igJD

ALTER TABLE [dbo].[survey_answer_choiceSHECK CONSTRAINT
[FK_survey_answer_choices_survey_questioins]

[x***x Qbject: ForeignKey [FK_survey questions_Survey]

ALTER TABLE [dbo].[survey_questions]VITH CHECK ADD CONSTRAINT
[FK_survey questions_SurvefDREIGN KEY([survey_id])
REFERENCEddbo].[Survey] ([survey_id][}5O

ALTER TABLE [dbo].[survey_questions]HECK CONSTRAINT
[FK_survey_questions_Surve§]O

[***** Qhject: ForeignKey [FK_survey_questins_choice_likert_type_survey questions]

ALTER TABLE [dbo].[survey_questions_choice_likert_typ@]ITH CHECK ADD
CONSTRAINT[FK_survey_questions_choice_likert_type_survey questiofsiEIGN
KEY ([survey_question_id])
REFERENCE4dbo].[survey_questiong[survey_question_id])>O

ALTER TABLE [dbo].[survey_questions_choice_likert_typeHECK CONSTRAINT
[FK_survey_questions_choice_likert_type_survey_questiGis]

48



6.3 Overview of Implemented Tables and Columns
6.3.1 SurveyCollector

This table stores the details of the survey collector such as name, and the date that the collector
began to collect responses for the survey. The unique identifier of this table is survey id.

Column Name Depiction Data Type

collector_id This is the primary key which is unique withir Int7 Primary
this table, and ensures that data referential key-Not Null
integrity is enforced.

collector_name Stores the survey collector name. nvarchar(MAX)
start_date The date that the collector started the surve Date
end_date The date that the survey ended. Date

6.3.2 Survey

This table stores the survey name, description, the date that the survey was created, and the date
that the survey ended. In addition, it also stores the collector id, which is a foreign key on this
table, and has the survey collector table as the ma$ier The unique identifier of this table is
survey_id.

Column Name Depiction Data Type
survey i This is the primary key which is  Int — Primary key-Not Null

unique within this table, and
ensures that data referential
integrity is enforced.

sSurvey_name Stores the title of the Survey, nvarchar(MAX)
“Survey on the use of Robots for
War™.

Survey_descriprion Stores the descriptionand aims nvarchar(MAX)
of the survey

created date Date that the survey was Date
created.

end date Date that the survey was Date
completed.

collector_id Foreign Key Int- Not Null

6.3.3 Survey_Questions

The survey questions tabktores all the questions of the survey with its appropriate attributes

such as survey guestion numbers, and question texts. The surveyaddeiga key on this table,
basically ensuring that the relational integrity is adequate, this is the same for all other tables which
have a relation with the other dimensional tables. The unique identifier of this table is
survey_question_id.

Column Name Depiction Data Type
survey_question id This is the primary key which Int — Primary key-Not Null

is unique within this table, and
ensures that data referential
integrity is enforced.

survey_id Foreign Key. Int

question number Stores the questions numbes nvarchar(MAX)
(1, 2).

question texts Stores the text of the actual nvarchar(MAX)
questions.
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6.3.4Survey_Answer_Choices

The survey answer choices table stpaesl provide the multiple choices answer for each question
within the survey. This table also stores two foreign keys from other dimensional tables namely
survey_question_id, respondents_id. Théue identifier of this table is
survey_answer_choice_id.

6.3.5 Survey_Questions_Choice_Likert Type

The survey questions_choice_likert_type stores the likert scale type for some questions, and
multiple choice answers of the survey. It also stores three foreign keys which this table is related.
The unique identifier of this table is survey_answer_choiband
survey_questions_likert_scale_type_id.

6.3.6 Respondents

The respondents table stores all the respondents that participated in this survey. These respondents
are identified by the unique identifier O6respor
respondent uniquely.

6.4 Application
6.4.1 Application Size
The final implementation of the survey system, excluding the logical design database is composed
of 1100 Il ines of implemented code. This incl ude

and java classes).
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